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BBepneHue

CucTtema pe3epBHOro KonmposaHus U BoccTaHoBneHns aaHHblx RuBackup (nanee —
Cucrtema, CPK) — cucteMHoe KNMeHT-CEPBEPHOE NPUNOXEHME, NpeaHa3Ha4YeHHoe ans
aBTOMATM3NPOBAHHOIO BbIMOIHEHUS NPOLeayp Pe3epPBHOrO KONMPOBaHUS JaHHbIX CEPBEPOB,
BMPTyasibHbIX MaWWH, 623 AaHHbIX 1 NPUIOXEHUIA B LEHTPax 06paboTkn AaHHbIX, a TakXe
LN5 BOCCTAHOBNEHUS fAaHHbIX N3 Pe3epBHbIX KOMWIA MO pacnucaHuio, 3anpocy nonb3osartens
NN CUCTEMHOIO aAMUHUCTPATOpPA.

RuBackup siBnsietTcs MOLWHbBIM 1 TMOKMM CPEeACTBOM aBTOMaTU3aumm,
npeaHa3Ha4YeHHbIM AN1s 3almThl MHAbopMaLUMK LeHTpa 06paboTkm AaHHbIX 1 KOPNOPaTUBHOM
CeTv NpeanpusTys.

Mepen pa3BepTbiBAHUEM CUCTEMbI PE3EPBHOr0 KOMMPOBAHUS B BALIEM LIEHTPE
06paboTkn faHHbIX HEOOXOAMMO NPOBECTY NNAHNPOBAHNE HEOOXOAMMbBIX PECYPCOB, KOTOPbIE
noTpebytoTcs ana ee pabotbl. CnenyeT y4ecTb ONs Kakmx AaHHbIX TPeOyeTCs BbINONHATD
PEe3epBHbIE KoMK, KaK 4acTo, Kakme BPEMEHHbIE OKHA AOMYCTUMbI 411 MPOBEeAEHNS
oriepaumii pe3epBHOro KOMMPOBaHUS AaHHbIX, KAKOe A0NYCTUMOE BPEMSI BOCCTAHOBNEHUS
OAHHBIX OONXHO ObIThb B CNyYae vx yTparbl MO0 OCHOBHOMY MECTY XPaHEHUS 1 MHOrO OpYrux
HIOAHCOB.

HacTosiwee pykoBoaCcTBO OnvchbiBaeT 6a30Bble Warn YyCTaHOBKM CepBepa U KMeHTa
PE3EPBHOr0 KOMMPOBAaHNS 1 NpeaHa3Ha4YeHo ANsi CUCTEMHbIX aAMMHNCTPATOPOB,
oTBevarowWmx 3a BHeapeHne 1 conposoxaeHne CPK .

MpuHumnbl pabotel CPK 1 Bonpockl ee aAMUHUCTPUPOBAHUS N3M0XEHbI B IOKYMEHTE
«RuBackup. PykoBOACTBO CUCTEMHOr0 agMUHUCTpATOpa».
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lNepen ycTaHOBKOW

HO.D..D.ep)KVIBaeMbIe Bepcnn UCTOHYHUKOB OaHHbIX

Mnatcopmbl BUpTYanusauum
* ISPsystem VMmanager 2023

« MK CB "bpect" 3.2

+ [1IK CB "bpect" 3.1

+ [NIKCB "Bpect" 2.12

« PYCT3K 2021.2

« PYCTEK 2.6

* Aspoauck Aucrt 3.7

» VMware vSphere 7.0.3.00600
» OpenStack 2023.1 Antelope (SLIRP)
» OpenStack Zed

* OpenStack Yoga

* OpenStack Xena

Ba3bl AaHHbIX
» Tantor Special Edition 15
» PostgreSQL 15
* PostgreSQL 14
» PostgreSQL 13
» PostgreSQL 12
* PostgreSQL 11
» Patroni 3.0
« Patroni 2.1

* Postgres Pro 15



Postgres Pro 14
Postgres Pro 13
Postgres Pro 12
Postgres Pro 11

Greenplum Database 6

5I/I3HeC-I1pVIJ10)KeHVISI

dainoBbie CUCTEMbI U Ap.

Linux:

CommuniGate Pro 6.3
FreelPA 4.9
FreelPA 4.8
FreelPA 4.7

Ext4
Ext3
Ext2
XFS
LVM2

& 'RuBackup



4 'RuBackup

CucremHble TpeboBaHusA

B naHHOM pasfene npeacTaBneHbl akTyanbHble CUCTEMHbIE TPEOOBaHNS ANs BCEX
KOMMOHEHTOB rpynnmpoBky RuBackup, koHdurypaumoHHoin 6a3bl aaHHbIx RuBackup,
NOCTYMHbIX MOAYNEN pe3epBHOro konvposaHus, MeHenxepa agmmHuctpartopa RuBackup, a
TaKXxe ans yctaHoBku "Bce B ogHOM". [laHHbIN pasnen JoKyMeHTa 0OHOBNSETCS NO Mepe
BbIXO4a HOBbIX MOLyNEl Pe3epBHOr0 KONMPOBaHUS 1 A0OABNEHNS NOALEPXKKN
onepaumoHHbIX CUCTEM NyTeM Bbinycka 0OHoBNeHHbIX cbopok RuBackup. HactostensHo
PEKOMEHOYETCS CNefoBaTh HUXeEyKasaHHbIM pEKOMeHAAUNAM ans obecrneyeHnst [ONMXKHOro
ObICTPOOENCTBUS PELLEHMS.

YcraHoBKa "Bce B opHOM"

O6opynoBaHue
Tabnuua 1 — ObopynoBaHue
AnnapaTtHbI KOMMOHEHT 3HaueHue |lpumeyaHune
Mpoueccop 4 anpa
OnepaTtuBHas NamsTb ot4lb Ecnu knneHT pesepBHOro KONMpoBaHWs

1CMonb3yeTcs Ha OOHOM MallHE C OCTaNbHbIMU
komrnoHeHTamn RuBackup, paccunTaTb
HEOBX0LMMOE KOMMYECTBO ONEPATBHON NaMsITH
Ons onepaumin KnmeHTa pe3epBHOro KONMpoBaHUs!
MOXHO Mo doopmyne u3 pasaena "KnmeHt
[pe3epBHOr0 KONMPOBaHUS'".

JduckoBoe NpPOCTPaHCTBO 480TB Bes yyeTa coBoKynHOro o6bema xpaHuMblx
pes3epBHbIX KOMWIA, B Clyyae Korga XpaHeHue
NPOn3BOANTCS HEMOCPEOCTBEHHO Ha
Menvacepsepe.

OnepaumnoHHbIe CUCTEMbI
e Astra Linux 1.7

* Astra Linux 1.6
* Ubuntu 20.04
¢«  Ubuntu 18.04

+ CentOS 8

+ CentOS7

* AltLinux 10
« PEOOC73
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MNonHble cnnckn onepaumoHHbIX CUCTEM, MOAAEPXMBAEMbBIX PA3NNYHBLIMU
KoMnoHeHTamu, Takmmm kak Cepeep RuBackup, Meanacepsep, a Takxe KnmeHt
PEe3epPBHOr0 KOMMPOBAHWUS, MOTYT ObiTb WMPE, YEM YKa3aHO B CMNCKE ONEePaLMOHHbIX CUCTEM
ans ycraHosku "Bce B ogHoM". [1ns nonyyYeHns getanbHOM MHAopMaLImm rno
nooaepXneaemblM onepaunoHHbIM CUCTEMaM 0719 KaX,40ro U3 KOMMOHEHTOB rPynnMpPOBKA
RuBackup obpatntechb K COOTBETCTBYIOWMM pa3fenam HUXe.

Cnuncok onepaumoHHbIX CUCTEM, MOAAEPXMBAEMbBIX PA3NNYHLIMA MOLYNSMM
PE3ePBHOro KOMMPOBAHNS, MOXET OTIMYATBLCSA OT CNCKa OrnepaumoHHbIX CUCTEM OJ15
yctaHoBku "Bce B ogHOM". [1na nony4eHns getanbHon MHopMaumm no NoAnepXnBaemMbIM
onepaLnoHHbIM CUCTEMAM NS KaXAO0ro U3 MoAynel pe3epBHOro KonmpoBaHns obpatntechb
K pasgeny "Moaoynu pe3epBHOro KonnmposaHus".

Cepsep RuBackup

O6opynoBaHue

PekomeHOyeMas koHgurypauusi cepsepa RuBackup 3asmcut ot coBokynHoro o6bema
XPaHUMbIX OaHHbIX. [ nnaHMpoBaHUst KOHGUIypaLmMm cepeepa BOCMoNb3yiTech Tabnuuel
HUXeE.

AnnapaTtHbl KOMMOHEHT O6bem xpaHUMbIX MpumeuyaHue
AaHHbIX
Mpoueccop 48 Tb ‘ 96 Tb ‘ 144 TB |PekomeHgyemble mogenu: Intel

Xeon 4210, AMD EPYC 7000

10 s0ep, 20 NoTOKOB (2 noToka
nnm 6onee COBPEMEHHbIE

Ha 1 sigpo nnm 6onee)

OnepatuBHas NamMATb 128 I'b ‘ 256 I'b ‘ 256 I'b
AduckoBoe TeeppotenbHbii | RAID 1, 2 gucka no 480 'b O6BbEM OMCKOBOro
NpocTpaHCcTBO |Hakonutenb (SSD) | kaxabii NpoCcTpaHcTBa A5 yCTaHOBKM
ornepaunoHHON CUCTEMbI U
koMmnoHeHToB RuBackup, 3a
NCKITIOYEHUEM
KOHdp1rypaumnoHHoii 6asbl
HaHHbIx RuBackup.
TeeppotenbHbii | 3.84 TB * PekomeHpyeTcs B
HaKonuTesb, cnyyae pasBepTbiBaHMSA
NOAKNIOYEHHbIN nHcTaHca PostgreSQL
yepes wuHy PCI ons
Express (NVMe KOHEPVrypaLIMOHHO
SSD) 6a3bl gaHHbIX
RuBackup Ha Toii xe
MauwwvHe, roe
YCTaHOBNEH CepBep
RuBackup.
e Iwnckn NVMe SSD
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MO3BONSAOT NOBLICUTD
npon3BooNTENBbHOCTb
onepauuii B gounbTtpe
Bnyma n ckopocTb
06paboTky DaHHBIX NpW
BbIMONHEHUN
npoL,eccos
Jenynnukaumm.
3.84T6
npenycmaTpusatoT
noTeHLUnanbHbIN pocT
obbemoB
obpabatbiBaeMbIx
JaHHbIX.

Ins obecneyeHns
MaKCVManbHOrO YPOBHS
0TKa30yCTONYNBOCTM U
6bICTPOLECTBIS MW
NPOMBbILLIEHHON
aKcnnyataumm
pekoMeHayeTcs
1Cronb30BaTh B
KayecTse
KOHOPUIypaLMOHHON
6a3bl RuBackup CYBL
PostgreSQL B
0TKa30yCTON4MBOM
KOHCpUrypaumm,
Hanpumep, ¢
1CMoNb30BaHNEM
pewweHus Patroni,
pasBepHYTOM Ha
OTOENbHOCTOSALLNX
MallmHax.

XKectkuin auck
(HDD) unu d¢onawu-
HakonuTenb (flash
drive)

RAID 50,
12
JucKoB
no4Thb
KaxxOpln

RAID
50, 12
ONCKOB
no8ThH
Kaxxobin

RAID
50, 12
Ounckos
no 12
Tb
KaXabli

PekomeHpoyetcs B
cny4yae akT1BHOro
NCMNONb30BaHNS
MalnHbl C OCHOBHbIM
CepBepoOM B Ka4yecTse
mMeaunacepsepa, ons
BO3MO>XXHOCTH
pacwupeHus
JNCKOBOro
NpoCTpaHCTBa Noj
XpaHeHne pe3epBHbIX
KOMWIA.

B cnyyae xpaHeHus
OaHHbIX Ha
onocpenoBaHHbIx CX I,
LaHHbIi KOMMOHEHT He
NCMONb3yeTcs.

10
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Cetb

IlBa ceTeBbix aganTtepa ¢
NPOMyCKHO cnocobHocTbio 10
"6 kax b, ¢ 2 noptamm (dual
port)

OnepaumnoHHbIe CUCTEMbI
 Astra Linux 1.7

* Astra Linux 1.6
«  Ubuntu 20.04
e Ubuntu 18.04

+ CentOS 8

+ CentOS7

* AltLinux 10
« PEOOC73

Ba3a paHHbIX RuBackup

O6opynoBaHue

Tabnunua 2 — ObopynoBaHue

AnnaparHbln KOMMOHEHT 3HauyeHue
Mpoueccop 4 anpa
OnepaTtuBHas NnamMsiTb 641b
JuckoBoe NPOCTPaHCTBO 3,84 Tb

(NVMe SSD).

[nst obecneyeHns MakCMManbHOro YPOBHS OTKA30yCTONYMBOCTM 1 ObICTPOOEACTBUS MpU
NPOMBIWAEHHOM aKCNyaTauumn, pekOMeHAYETCS MCMOob30BaTh B KA4YECTBE
KOHdpurypaumoHHoi 6a3bl RuBackup CYB., PostgreSQL B 0Tka30ycToi4mMBol
KOHCpMrypaumm ¢ ucrnonb3oBaHneM peleHmns Patroni, pa3aBepHyTOM Ha OTOENbHO CTOSWMNX
MallMHax, C COBOKYMHbIM 06 BbEMOM AMCKOBOro npoctpaHcTea 3.84 Th, NOCTPOEHHOro ¢
NCMONb30BaHNEM TBEPLOTENbHbIX HAKONUTENEN, NoAKNoYEHHbIX Yepea wiHy PCl Express

11
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NonnepxuBaembie Bepcumn CYB I, B kauectBe 6a3bl paHHbix RuBackup

» Tantor Special Edition 15
* PostgreSQL 15
* PostgreSQL 14
* PostgreSQL 13
* PostgreSQL 12
* PostgreSQL 11
« Patroni 3.0

Menwvacepsep

O6opynoBaHue

PekoMeHOyeMas KoHgUrypauusi Meguacepsepa 3aBuCHT OT COBOKYMHOMo o6bema

XPaHUMbIX OaHHbIX 1 CX0Xa ¢ KoHdourypauuer cepsepa RuBackup. ns pacyeta
KOHCpMrypaumm meguacepsepa BOCNoNb3ynTech Tabnmuei Huxe.

Tabnuua 3 — ObopynoBaHue

AnnapaTHbI KOMMOHEHT

O6beM xpaHUMBbIX

OaHHbIX

48 Tb

96 Tb

144 Tb

MpumeyaHue

Mpoueccop

10 agep, 20 NOTOKOB (2 noToka
Ha 1 aapo unm 6onee)

PekomeHayemblie mogenu: Intel
Xeon 4210, AMD EPYC 7000
nnn 6onee CoBPEMEHHbIE

OnepatuBHas NnamMATb

12876 | 2566 | 256 B

Iunckosoe TeeppotenbHbin |RAID 1, 2 aucka no 480 b O6bEM ancKoBOro NpocTpaHcTea
NPOCTPAHCTBO |HaKoOMUTENb Kaxgpli NS YyCTAHOBKU ONepaLOHHON
(SSD) CMCTEMbI 1 KOMMOHEHTOB
RuBackup.
Xectkum guck RAID 50, |RAID 50, |RAID ¢ I1ns BO3MOXHOCTU
(HDD) unn 12 12 50,12 paclmpeHns OMCKOBOro
cpnsm- ONCKOB ANCKOB ANCKOB npocTpaHcTBa Nnoa
HakonuTtesnb no4TH no8TH no 12 XpaHeHWe pe3epBHbIX
(flash drive) Kaxgbih |kaxgbmm | Tb KOTMIA.
KaxAbin + B cnyyae xpaHeHus
JaHHbIX Ha
onocpenoBaHHbix CX I,
NaHHbIA KOMMOHEHT He
MCMonb3yeTcs.
Cetb [lBa ceteBbix aganTtepa ¢

NpoMycKHoM cnocobHocTbio 10
"6 kax abliA, ¢ 2 noptamm (dual

port)

12
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OnepaunoHHble CUCTEMbI

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 7
CentOS 8

Alt Linux 10

KnuneHT pesepBHOro KonupoBaHusi

O6opynoBaHue

MNMpoueccop
1 a0po
OnepaTtuBHasa naMsTb

O6beM onepaTnBHol NamsTy (B GaiTtax) ans ogHoro o6pabaTsiBaeMoro pecypca

paccynTbIBAETCA NO cnenytoLler popmyne:

OnepatusHas namatb ans ogHoro pecypca = 116 + 4% o1 paamepa uenesoro
pecypca.
Lns pacyeTta obLero KoNMYecTea ornepaTMBHON NaMSAT ONs KNMEHTa PE3ePBHOMO

KonmnpoesaHuA Heobx0aUMO CNOXWUTb nony4vmselInecs 3Ha4eHn4 OI'IepaTI/IBHOVI namsaTn
)15 BCEX 3a40a4 pe3epBHOro KonmposaHus, BblNMoHAEMbIX €0UMHOBPEMEHHO.

OnepatmBHas Nnamatb ans knueHTa = OnepatnsBHas namatb ons pecypca Net +
OnepatmBHas namatb ans pecypca Ne2 + ... + OnepatusHas namatb ong pecypca NeN

Ins nyna tmna "Block device" paamepa 6noka MoXeT ObITb 3a4aH Npu co3aaHnm
nyna. 3Ha4yeHmem no ymonyaHuio sensietcs 131072 b. [Ins nonyveHns 6onee
noapobHOM MHGOOPMaLMK MO HACTPOiKe NynoB obpaTtnTtech K cekumn "Mynbl”
pasgena "XpaHunuwa" PykoBoactsa CUCTEMHOro agMuHuctparopa RuBackup.

Ins nynos Tmnos "File system", "Tape library", "Cloud" pasmep 6noka siBnsietcst
do1KCUpOoBaHHbIM 1 paseH 16384 b.

[ns BCex TMNOB NynoB AfMHA Kioya Xew-0yHKLUM 3aBUCUT OT BbIOPaHHOM XeLw-
oyHKUMM B HAcTpoikax nyna. Hanpumep, ans xew-pyHkumn SHA1 onnHa knoya
coctasnset 20 b.
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JdunckoBoe NpocTpaHCTBO

* [Ons pe3epBHOro KONMpoBaHUs: 06beM CBOOOOHOrO ANCKOBOrO NPOCTPAHCTBA
LONXEH bblTb He MeHee 2% OT COBOKYNMHOro 06 beMa AaHHbIX, PE3ePBHOE KONMMPOBaHWE
KOTOPbIX OCYLECTBSIETCS €AMHOBPEMEHHO.

* Ins BOCCTaHOBNEHUS JaHHbIX: 061beM CBOOOOHOMO AMCKOBOMO NpoCTpaHCTBa
LONXeH ObITb HEe MeHee COBOKYIMHOro obbema €OVNHOBPEMEHHO BOCCTAaHABNMBAEMbIX OaHHbIX
C NCrnoib3oBaHNEM O0aHHOIo KnMeHTa.

OnepaumnoHHbIe CUCTEMbI
e AstraLinux 1.7

* AstraLinux 1.6

* Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* AltLinux 10

» Debian 10

* Red Hat Enterprise Linux 7
* Red Hat Enterprise Linux 8
« PEOOC7.3

Moaynu pe3epBHOro KONMpoBaHUs

OnepaunoHHble CUCTEMbI
Mnartcphopmbl BUpTYanusaumm

Moaynb ons ISPsystem VMmanager
. Astra Linux 1.7
. Astra Linux 1.6
. CentOS 8
. CentOS 7
. Alt Linux 10
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Mogynu ana NK CB "Bpect"
. Astra Linux 1.7

. Astra Linux 1.6

Moaynb ana PYCTOK
. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04
. Ubuntu 18.04

Moaynb ons Aspoguck Anct
. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04
. Ubuntu 18.04
. Debian 10

Ba3sbl AaHHbIX
Mogaynb ans PostgreSQL n Patroni (Universal)
. Astra Linux 1.7

. Astra Linux 1.6

. Ubuntu 20.04

. Ubuntu 18.04

. CentOS 8

. CentOS 7

. Alt Linux 10

. Red Hat Enterprise Linux 7
. Red Hat Enterprise Linux 8
. PEL OC 7.3
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Moaynb ans PostgreSQL (pesepBHoe KonnpoBaHme 1 BOCCTAHOBIEHME
MHOMBUAYyanbHbix 623 JaHHbIX 1 Tabnuu)

Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04

Ubuntu 18.04

CentOS 8

CentOS 7

Alt Linux 10

Red Hat Enterprise Linux 7
Red Hat Enterprise Linux 8
PEO OC 7.3

Moaynb ang Postgres Pro

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10
PEL OC 7.3

BusHec-npunoxeHus

Mogynb ons CommuniGate Pro

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
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CentOS 8
CentOS 7
Alt Linux 10

Monynb ang FreelPA

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10

dannosble CUCTEMbI 1 Ap.

& 'RuBackup

Mogaynb goannosbix cucTeM Linux (BXOAMT B COCTaB KMEHTA PE3EePBHOMO

KOMMpOBaHWS)

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10
Debian 10

Red Hat Enterprise Linux 7
Red Hat Enterprise Linux 8

Mogaynb ons LVM (BxoouT B COCTaB KMeHTa pe3epBHOro KOMMpoBaHWs)

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
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. Ubuntu 18.04

. CentOS 8
. CentOS 7
. Alt Linux 10
. Debian 10

. Red Hat Enterprise Linux 7
. Red Hat Enterprise Linux 8

MeHepnxep agMuHuctparopa RuBackup (RBM)

O6opynoBaHue

Tabnuua 4 — ObopynosaHme

& 'RuBackup

AnnaparHbin KOMMOHEHT 3HauyeHue
Mpoueccop 4 anpa
OnepaTtuBHas NamsTb 4TH
J1cKkoBoe NpoCTpPaHCTBO 30Tb

OnepaunoHHbIe CUCTEMDI:

Astra Linux 1.7
Astra Linux 1.6
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10

REST API

OnepaunoHHble CUCTEMBI

Astra Linux 1.7
Astra Linux 1.6

Ubuntu 20.04

18
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Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10

CeteBble NopThl

BesonacHoe coennHeHne komnoHeHToB CPK RuBackup n 06meH nHgoopmaumei
MeX 4y HUMU nogpasyMeBaeT TEXHUYECKYIO BO3MOXHOCTb KOMMYyHMKauun no cetu. lNepepn,
YCTaHOBKOI NpoaykTa Heobxoammo obecneunTb B3ammoneinctame komnoHeHToB CPK nytem
OTKPbITUSI COOTBETCTBYIOWMX MOPTOB A4J151 BXOASALWErO U UCXOAAWEro Tpagouka Mexay
cepsepamu, Ha KOTOPbIX YCTaHOBMEHbI KoMnoHeHTbl CPK.

B tabnuue 5 npencraeneHbl komnoHeHTel CPK RuBackup, koTopble npyHumatoT
BXOAslMe COedMHEHNS Mo yKa3aHHbIM nopTam 1 NpoToKonam

Tabnuua 5 — CeTeBble NOPTHI

KoMnoHeHT Y
Leneson Mpotokon| MopTt OnucaHune
oT o cepsuc
) YnpasneHve onepaumsmm
) rubackup-cmd TCP 9991 HA MENACEPBEPE
OcHogHoli cepeep | Menuacepsep
rubackup- TCP 9993 Ynpasnenve onepaunsamu
media C JaHHbIMK
Basa naHHbIx CoxpaHeHue
o RuBackup Ha - KOHOUIYPaLMOHHON 1
OcHoBsHo1 cepsep OTIENbHOCTOSWEH postgresql TCP 5432 OnepaTvBHOV
MawuHe MHdbopMaLmm
ObecneyeHne
rubackup-cmd TCP 9991 OTKA30YCTOMUMBOCTI
Pesepsrbii |y oauoit cepsep Mepenaya AaHHbIX MeXay
cepsep rubackup- TCP 9993 mMeOvacepBepamy B
media COCTaBe OCHOBHOIO U
pesepBHOro cepsepoB
Basa paHHbIx CoxpaHeHune
PesepBHbIn RuBackup Ha KOHpUrypaLmoHHoA 1
cepsep” OTAENbHOCTOSWEN postgresq| TGP 5432 orepaTvBHON
MauwvHe VMHbopmaLmn
rubackup- Mepenaya naHHbIX MEX Oy
Megnwnacepsep Megowacepsep media TCP 9993 MeaMacepBepamm
) YnpasneHve onepaumsmm
) rubackup-cmd TCP 9991 HA MENACEPBEPE
M PesepBHbiit
ennacepsep cepsep* rubackup- YnpasneHune onepaumvsiMm
media TCP 9993 C OaHHbIMU
Menwmacepsep Basa naHHbIx postgresql TCP 5432** CoxpaHeHue
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RuBackup Ha KOHpMrypaLmnoHHOM 1
OTheNbHOCTOSALEN oreparunBHoW
MaLuvHe nHcbopmMaLmn
Knnent YnpasneHve onepaunsamu
pe3epBHOro OcHosHoi cepsep | rubackup-cmd TCP 9991 Ha K/IMEHTE PE3EPBHOIO
KONMpoBaHus KONMMpOBaHWs
Knuent rubackup- Mepenaya naHHbIX MEX Oy
pe3epBHOro Megowacepsep media P TCP 9993 MeOmacepBepoM 1
KOnMpoBaHus KMEHTOM
YnpasneHve onepaumsmm
K rubackup-cmd TCP 9991 Ha KIMEHTE Pe3epBHOro
pe3epBHOro cepBeD”
KOMMPOBaHWS peep rubackup- Mepenaya faHHbIX Mexay
. TCP 9993 MemacepBepPoOM U
media
K/TMEHTOM
KoMnoHeHT Y
Leneson Mpotokon| MopTt OnucaHune
oT no cepsuc
RuBacku OTnpaBka 3anpocoB Ha
P OcHoBHon cepeep | rubackup-rbm TCP 9995 CepBep U NnonyyeHne
REST API
NHpopmaLmu
Ba3za paHHbIx
RuBackup RuBackup Ha « | [onyyeHme nHcpopmaumm
REST API*** OTOENbHOCTOSALLEN postgresal TCP 5482 13 H6a3bl JaHHbIX
MaLuvHe
o OTnpaska 3anpocos Ha
RuBackup PesepBHbiit
REST API cepeep* rubackup-rbm TCP 9995 cepBsep 1 nonyyeHne
MHdpopmaLmn
MeHenxep Basa oaHHbIX CoxpaHeHune
RuBackup (RBM) | RuBackup Ha o KOHOOUrypaLMOHHON 1
Ha oTOenbHO OTAeNbHOCTOSLEN postgresq TGP 5432 onepaTuBHOA
CTOsILEN MalmHe MalumHe nHpopMaLmnn
MeHenxep
RuBackup (RBM) o ) YnpasneHue onepaunsmm
Ha OTAEALHO OcHoBHon cepeep | rubackup-rbm TCP 9995 RuBackup
cTosuen MawmHe
MeHenxep
RuBackup (RBM) Pe3sepBHbiii ) Ynpasnenve onepaunsamu
Ha OTAENbHO cepsep” rubackup-rom TP 9995 RuBackup
cTosILEN MalnHe
KnneHr,
nocbinarowmmn YnpasneHxve onepaunsamu
3anpoc yepe3 | OcHoBHoW cepBep | rubackup-api HTTPS 443*** | RuBackup yepe3 REST
Rubackup API
REST API
KnwneHT,
nocblnarwWwmia Pe3eDBHLIl Ynpasnexve onepaunsamu
3anpoc yepes ce FE)xe * rubackup-api HTTPS 443+ RuBackup wepes REST
Rubackup pBep API
REST API
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* [Mpw Hann4umM pesepBHOro cepsepa.

** Ecnm 6a3a JaHHbIX CKOHPMrypupoBaHa ¢ UCronb30BaHWEM HECTAHAAPTHOrO NopTa, TO ANS
NOAK/OYEHNS K Heli npoaykTa RuBackup nopt MoXeT ObiTb M3MEHEH BPYYHYIO B
KOHJourypaunoHHoM goaine fopt/rubackup/etc/config.file.

“** Ecnn 6@3a faHHbIX MCNoMb3yeT HECTaHAAPTHbI NOPT, TO ANS NOOK/YEHMS K Hel
RuBackup REST API nopT MOXHO NOMEHSATb BPY4HYO B KOHGOUIYpaLMOHHOM chaiine
Jopt/rubackup/etc/rubackup_api.conf

“*** ECnn HeobX04MMO MCNONb30BaTbh HECTAHAAPTHbIA NMOPT AN NOAKOHEHNS

kK RuBackup REST API, ero MOXHO NOMeHSITb BPY4HYIO B KOHCPUIypaLMOHHOM chaine
Jopt/rubackup/etc/rubackup_api.conf.
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Ocob6eHHOCTU YyCTaHOBKM NakeToB B Linux

OuncTpnbytnebl cepepa n knmeHta RuBackup moryT noctaensitbcs B Bune deb v rpm-
nakeToB. 151 pasHbix AUCTPrOYTMBOB Linux, Mo NpuYnHe nx oTanyuiA opyr oT apyra,
npenyCcMOTPEHbI CneumanbHO NoaroToBneHHble naketol RuBackup.

MNepen ycTaHOBKOW KNMMEHTCKOrO 1 CEPBEPHOIO NakeToB HEOOX0AMMO YCTAHOBUTb
naket rubackup-common Heobxoammol Bepcum, noaxoasiwmin ans Bawero auctpubytuea
Linux. Hanpumep:

$ sudo dpkg -1 rubackup-common_2.0.0-1_amd64.deb
nnn
$ sudo dpkg -i rubackup-common-2.0.0-1.el7.x86_64.rpm

[NepeyeHb KNMMEHTCKMX N CEPBEPHbIX NaKeTOoB, yCTaHABNNBAEMbIX B PA3NNYHbIX
onepaumroHHbIX cucTemax, NpeacTaBneH B NpunoxeHun (cMm. MNMpunoxexuve A).

B 3aBucuMocCTuM OT TNa UCnonb3yemMoro NakeTHoOro MeHeaxepa s Bawem
ouctpmbyTmee Linux, npoueaypa yCTaHOBKM 1 yOaNeHns NakeToB MOXET MCMONb30BaTh
komaHgb! dpkg, rpm, apt, yum v np. B HacToswem pykoBOACTBE NpoLeaypbl YCTAHOBKN
onuMcaHbl Ansg NakeTHOro MeHeaxepa, KoTopblin onepupyeT naketamu deb. Hanpumep,
npouenypa yctaHoBkM naketa knneHta RuBackup Bbirnaaut cnegyowmm ob6pasom:

$ sudo dpkg -i rubackup-client_2.0.0-1_amd64.deb

Insa ycraHosku knneHTa RuBackup B OC ¢ nakeTHbIM MEHEOXEPOM, KOTOPbIN
onepupyeT rpm-naketamun, BMECTO BblleyKa3aHHOW KOMaHObl CneayeT BbiMONHUTL KOMaHAy:

$ sudo rpm -1 rubackup-client-2.0.0-1.e18.x86_64.rpm

[Npouenypbl yoaneHns nakeTos B HACTOSALWEM PYKOBOLACTBE OMNUCaHbI AJ15 MakeTHOro
MeHeXxepa, KOTopbI orepupyeT naketamm deb. Hanprmep, npouenypa yoaneHus naketa
KnueHTa RuBackup Bbirnaamt cnenyowmm obpasom:

$ sudo apt remove rubackup-client

Lna ynaneHus knneHta RuBackup B onepaurMoHHON CUCTEME C NAKETHbIM
MEHeOXepPOoM, KOTOPbIV onepupyeT rpm-nakeTamun, BMECTO BbllEyKa3aHHOW KOMaHabl
cnenyer BbINONHUTD:

$ sudo yum remove rubackup-client
Jnbo:
$ sudo rpm -e rubackup-client

HekoTopble onepaunoHHble cucteMbl, Takme kak Alt Linux, ncnonb3yoT nakeTHyo
CUCTEMY rpm, HO BMECTO yum 1cnonb3ytoT apt. [Nepen ycTaHOBKOM Nnn yoaneHWeM NakeTos
RuBackup cnegyeT yTO4HWUTb, Kakme KOMaH bl He06X0AMMO UCMONb30BaTh A5 Baero
onctpmbyTmea Linux.
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NMoproroeka knactepa CYB /I PostgreSQL kK yctaHoBKe
cnyxeb6Hon 6a3bl paHHbIX RuBackup

CYB[, PostgreSQL ncnonb3yetcs ons xpaHeHns MeTagaHHbIX pe3epBHbIX KON 1
KOHQoUrypaLMOHHbIX MapaMeTpoB CUCTEMbI pe3epBHOro konnposaHus RuBackup.

B Hauyane npouenypbl nogrotosku knactepa CYB[, PostgreSQL ycraHoBute nakeTt
postgresql ons mHctannaumm PostgreSQL:

$ sudo apt install postgresql
n nakeT postgresqgl-contrib, conepxawmin 4ONOAHUTENBHBLIE MOLOYN:

$ sudo apt install postgresql-contrib

MNpu yctaHoske cepeepa PostgreSQL B OC Astra Linux SE 1.6
HeobX0OMMO YCTaHOBUTb NakeT postgresql-contrib-9.6!

[Nepen yctaHoBkOM cepeepa RuBackup B KOHGoUrypaumoHHbIi doain pg_hba.conf
Heobxoammo fo6aBunTb BO3MOXHOCTb noakntodeHust kK CYB L] ans Bcex cepBepoB, KOTOpbie
6ynyT BXOAMTb B cCepBepHyto rpynnmpoeky RuBackup. Hanpumep:

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all md5
# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/24 md5
host all all 192.168.0.51/24 md5
host all all 192.168.0.52/24 md5
host all all 192.168.0.53/24 md5

[Mpn 3TOM MOXHO OCTaBuTb CTPOKY local all postgres peer.
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B dpaiine postgresql.conf HeobxoanmMo HacTpouTtb listener:

# - Connection Settings -

#listen_addresses = 'localhost' # what IP address(es) to listen on;
listen_addresses = '*'
# comma-separated list of addresses;
# defaults to 'localhost'; use '*' for all
# (change requires restart)
port = 5432 # (change requires restart)
max_connections = 100 # (change requires restart)

MNpumevaHus:

1. BoamoxHocTb noakntodeHns k CYB [ nns Bcex cepBepoB, KOTopble Oy ayT BXOOUTb
B CepBepHyto rpynnmpoeky RuBackup, MOXHO 006aBuTb 1 NOCNE YyCTaHOBKM cepBepa
RuBackup B KOH(p1rypaumoHHbIli doaiin pg_hba.conf, nocne 4yero Heo6xoanmMo
nepesanycTtntb PostgreSQL.

2. Pasmepbl napameTtpos B (panine postgresqgl.conf shared_buffers ~50 % ot pasmepa
onepaTtueHon namatu. MNpy ncnonb3oBaHUM Oeoynnnkaumm PpeKoMeHaoyeTCs MUHUMAabHbI
obbeM onepaTmBHO NamsiTh cepeepa 64 GB effective_cache_size ~70 % ot pa3mepa
onepaTueHoOM NamsaTn work_mem 32 MB.

3. max_parallel_workers — He MeHee 50 % OT KOnM4yecTBa NPOLIECCOPHbIX SOep, ECU
cepeep CYB/ coemelwweH ¢ cepeepom RuBackup n 100 %, ecnn cepsep CYB[ sBnsetcs
BblOENEHHbIM.

Mocne BHECEHMS 3TUX N3MEHEHWIA HEOBX0ANMO:
1. MNepesarpyanTb cepsuc postgresql:

$ sudo service postgresql restart
2. [Npoeeputb noaknoyeHne k CYBO:

$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-0ubuntu0.20.04.1))
Type "help" for help.

postgres=#
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3. 3apatb naponb 4ns nonb3oBartens 6asbl AaHHbIX postgres:
$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-0ubuntu0.20.04.1))
Type "help" for help.

postgres=# alter user postgres password '72345';
ALTER ROLE
postgres=#

Mpwn yctaHoske CYB L, PostgreSQL B OC Astra Linux Special Edition ¢
MakKCVManbHbIM YPOBHEM 3alMLLEHHOCTY («CMOneHckK»), 4Tobbl n3bexartb owmnbok
NONy4YeHNs MaHAATHOrO KOHTPONS LIENOCTHOCTY NS Nonb30BaTtens, HeobXoanMo:

BapwuaHT 1 (pekomeHgyembiin). B doanne /etc/parsec/mswitch.conf ana
napametpa zero_if_notfound ycTtaHoBuTe 3HaueHune yes. [locne atoro

nepesarpyaute cepsuc postgresql:
$ sudo systemctl restart postgresql

BapwuaHT 2.
1. Cospawte nonb3osatens rubackup B OC Astra Linux Special Edition:
$ sudo useradd --system --no-user-group rubackup

2. YcTtaHoBuWTe Npasa nonb3osartens rubackup, a Takxe paspewmnTtb
nonb30BaTeNio postgres YTeHne MaHaaTHbIX METOK:

$ sudo pdpl-user -1 0:0 rubackup

$ setfacl -d -m u:postgres:r /etc/parsec/macdb
$ setfacl -R -m u:postgres:r /etc/parsec/macdb
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YcraHoBka ""Bce B ogHOM"

PasseptbiBaHne RuBackup B gpopmarte "Bce B ogHOM" nogpasyMeBaeT yCTaHOBKY
BCEX KOMMOHEHTOB rpynnuposku RuBackup Ha ogHOM ¢hr3nyeckoin nnm BUpTyanbHON
MawwuHe. [laHHbIiA TMN YCTaHOBKM MOXET ObITb MCMONb30BaH B Clyvasix, Koraa Heobxoammo
MPOBECTM MUAOTHYIO SKCNNyaTaumio PYHKLMOHANbHbIX BO3MOXHOCTEN PELIEHNS UK
TpebyeTcs 3awmwaTb Hebonblme 06beMbl AaHHbBIX, HANPUMEP, NPV NCNONb30BaHUN 4Ns
JEeMOHCTpaumnii OYHKLIMOHANbHbIX BO3MOXHOCTEN, B AOMALLIHEM OKPYXEHMW, B "Neco4HuLe"
nnn B HeOONbLLOK OpraHn3aumm.

BHumaHune! PassepTbiBaHne RuBackup B doopmate "Bce B ogHOM" He npegnonaraet
MCNONb30BaHNE PE3EPBHOIO CEPBEPA 1 OOMONHUTENBHBIX MeanacepBepoB. YTo0bl BKIHOYATD
HaHHble KOMMOoHeHTbl B cocTaB RuBackup, nepeinaute k pasgeny Pa3sepHytas ycTaHOBKA .

nO.IJ,FOTOBKa K YyCTaHOBKe
Heob6xoaounMbie nakeThbl

Mepen yctaHoBkol "Bce B 0OHOM" HE0HX0AMMO, 4TOObI B cucTeMe Bbinn yCTaHOBNEHDI
cnegnyowue nakeTbl:

Ha3BaHue nakerta OnucaHue

mailutils (nnm bsd-mailx) YTUnnTbl SN€KTPOHHOM NOYThI

libcurl4 (Bo3moxHo libcurl3 | KnueHtckas bubnuoteka nepenayn gaHHbix no URL
B 3aBucumocTtu ot OC)

1ibgt5sql5-psql Heobxooum onst OC Astra Linux

libsasl2-2, libldap-2.4-2 Heobxoammbl ons onepaunoHHbIx cuctem Ubuntu 18.04,
Ubuntu 20.04, Astra Linux Special Edition 1.6, Astra
Linux Special Edition 1.7, Debian 10

openldap, cyrus-sasl Heobxoaumbl onsi onepaumoHHbix cuctem PEL OC 7.3,
CentOS 8, CentOS 7
libldap2, libsasl2-3 Heobxoaumbl ons onepaumoHHoi cuctembl ALT Linux 10

BHumaHue! HazBaHus nakeToB MOryT OT/IMYATbCA B 3aBUCUMOCTU OT
AaucTpubytmea Linux.

Yrtobbl cnctema ysegomneHuii RuBackup paboTana koppekTHo, HeobXxoaMmMo
HacCTpOUTb OTNPABKY SNEKTPOHHOM No4Tbl ¢ cepBepa RuBackup. [ng oTnpaeku aneKTpOHHON
no4Tbl cepsep RuBackup ucnonbayet ytunuty /usr/bin/mail.

Mpy nCNoNb30BaHUM NEHTOYHON BNBINOTEKMN C CEPBEPOM PE3EPBHOIO KOMUPOBAHMS,
HaCTPOWKY CM. B pykoBoACTBe «PaboTta ¢ NeHTOYHO 61UbnmMoTexko».
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MakeTbl ans OC 6e3 rpacdhuueckon 060104KHU

Ecnu Bbl yctaHaenuneaete cepeep RuBackup Ha OC 6e3 rpagounyeckoin 060no4ku, To,
4To6bI Mcnonb3oBaTb MeHeaxep aagmmHucTpatopa RuBackup (RBM), yctaHoBuTe
cnenylowme nakertbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

UHcTannauma naketoB RuBackup
IOns yctaHoskn CPK RuBackup «Bce B ogHOM» cnefyet BbiMONHWTL Clneaytowmne
nencTens:

1. ABTOpU3yiTECH NOL NONMb30BaTENEM rOOt:
$ sudo -i

2. Hactpowite cnegytowme nepemMeHHble cpedpbl Ans nonb3osartens root. [na 3toro
nobasbTe cnenytowme CTPoKu B dpaiin /root/.bashrc:
PATH=SPATH: /opt/rubackup/bin

LD_LIBRARY_PATH=S$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH
export LD_LIBRARY_PATH

OTN NepeMeHHbIe TakXe MOXHO onpenennTb B doaine /etc/environment.

3. MNepengute B Katanor /root/, 0N 3TOrO BbINOMHUTE:
cd /root

4. MepesarpysnTe nepeMeHHbIe OKPYXEHUS:
# . .bashrc

5. YcraHoBute naket rubackup-common. Npumep:

$ sudo dpkg -1 rubackup-common_2.0.0-1_amd64.deb

6. YctaHosute naket rubackup-client. Npumep:
$ sudo dpkg -i rubackup-client_2.0.0-1_amd64.deb

7. YctaHosute naket rubackup-server. [pumep:
$ sudo dpkg -i rubackup-server_2.0.0-1_amd64.deb
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8. YctaHoBuTte naket rubackup-rbm. Npumep:
$ sudo dpkg -1 rubackup-rbm_2.0.0-1_amd64.deb

Nms doaiina naketa MOXET OTAn4aTbCs B 3aBMCUMOCTY OT COOPKMU.

Mpu yctaHoske cepeepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 C aKTMBUPOBAHHBIM PEXVMOM 3alMTHOM NPOrpaMMHON Cpedbl, Nocne
yCTaHOBKM rnaketa rubackup-server BbINonHUTE Waru:

1. BbINONHUTE KOMaHAy:

$ sudo update-initramfs -u -k all

2. Nepe3zarpyaunte onepaumoHHyo CUCTEMY:

$ sudo reboot

YcTtaHoBKa nuueH3vuu

Cepeep RuBackup cooepxuT B cebe TECTOBYIO NMNLIEH3MIO HA BbINOMHEHNE PE3EPBHOr0
KOnunpoBaHus obwwmm o6 beMoM pesepBHbIx konuid 1 Th. MNpy nepBom 3anycke cepsep
RuBackup nonyyvT nMUeH3noHHbI goaiin oT rnobanbHOro NMUEH3MOHHOTo cepeepa
RuBackup. Ecnu Beixog B VIHTEpPHET C cepBepa HEBO3MOXEH, 0O6paTnTeCh K CBOEMY
NOCTaBLWKKY C ykasaHvuem hardware ID pns nony4yeHnsa nuUeH3MoHHOro dpamna.
Hardware ID MOXHO y3HaTb Npv NOMOLM Creayowen KOMaHab!:

# rubackup_server hwid

RuBackup hardware ID:

5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

daiinbl nMueH3nm TpebyeTtcs nepemmeHoBaThb kKak rubackup.lic n pasmecTntsb B
/opt/rubackup/etc/rubackup.lic, 3aMeHnB TECTOBYIO NMNLIEH3MIO HA BblOAHHY!O.

Hactpoiika CPK RuBackup B ¢oopmate «Bce B ogHOM»

BHumaHue! MNMpouenypa HaCTPOUKKN cepBepa TaKXe BbiNONMHAET HaCTPOMKY
KnueHta. NMNocne HacTpouku cepeepa RuBackup He cnenyeT BbINONHATbD HA HEM
HaCTPOMKY K/IMEHTa, TaK KaK 3TO NMOBNEeYeT 3aMeHy CepBepHbIX HacTpoekK
K/IMEHTCKUMM M cepBep nepecraHeT paborarb.

[NepBOHavanbHasa HacTporika cepeepa RuBackup ocylectBnseTcs C NoMoLLbo
MHTEPAKTVMBHOM yTunnTbl rb_init. Ytunuta rb_init no6asut HeobxoanMble CETEBbLIE CEPBUCHI
B (parin /etc/services. BoinonHuTe cnegyowme OENCTBUS:

1. 3anyctute rb_init OT monb3oBaTens root U NpUMUTE NULEH3VOHHOE cornaweHve. ns
9TOro HAXMNTE KNasuily y

root@rubackup-primary:~# rb_init
RuBackup initialization utility
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Copyright 2018-2022: LLC "RUBACKUP"
NcknwuntenbHble npaBa npuHaanexat 000 "PYB3KAMN"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. Bolbepute cueHapuii KOHUIypypoBaHWS OCHOBHOrO (primary) cepsepa. [ns atoro
HaXMUTE Knasuwy p.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

Primary RuBackup server configuration...
3. Ykaxute agpec cepsepa CYB PostgreSQL (no ymonyaHuto npu HaxaTtum Knasuiim
Enter B kayecTBe agpeca cepsepa ncnonbadyercs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. YkaxuTe naponb nonb3osatens 6asbl AaHHbIX postgres:

Please enter password for "postgres" database user:

5. Beegute nms cynepnonbaosarens RuBackup (no ymonyanuio npu Haxartum knasumwm Enter
B KQYeCTBE UMEHW Cyneprnonb3oBartens ucrnonb3yeTtcs rubackup):

BHumaHue! B umeHun cynepnonb3oBatens 3anpeweHo NCnonb3osartb cnenyoume CUMBOIbI:
npOGGna \! $’ #’ ‘! /l ?l *1 "y N ;! :’ %! A) &J <! >

Enter name of RuBackup superuser [ rubackup ]:

6. Cozpaiite cynepnonb3oBatens 6asbl AaHHbIX 1 3a4aiTe Naponb Ans cynepronb3oBaTens
6a3bl faHHbIX rubackup:

Database user "rubackup" doesn't exist. Do you want to create database user
"rubackup" (y/n)? vy

Please enter password for "rubackup" database user:

Repeat password:

Create PostgreSQL user rubackup User rubackup was created.

Attention!!! -------- > Use this login to authenticate to RBM as RuBackup
superuser.
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7. Beegnte nmsa 6a3bl JaHHbIX (MO yMONYaHUIO NpW HaXaTum knaeuwm Enter B kayectse
MMeHN 6a3bl AaHHbIX MCMoNb3yeTcs rubackup):

BHumaHve! B nmeHn 6a3bl AaHHbIX 3anpeLeHo Cnonb3osaTb Ceayowme CUMBOIbI:
np06enl \’ $! #! " /! ?! *! "y ;! :! o/oi Al &J <’ >

Enter RuBackup database name [ rubackup ]:

Database "rubackup" doesn't exist. Do you want to create database "rubackup" on
"localhost" host (y/n)? vy

Creating new "rubackup" database...

Execute: /opt/rubackup/rc/init/bloom.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:

Jopt/rubackup/rc/init/server.sql: success
[fopt/rubackup/rc/modules/rb_module aerodisk-vm.sql: success
/opt/rubackup/rc/modules/rb_module_brest_template.sql: success
[fopt/rubackup/rc/modules/rb_module brest_vm.sql: success
Jopt/rubackup/rc/modules/rb_module_btrfs.sql: success
[fopt/rubackup/rc/modules/rb_module ceph_rbd.sql: success
Jopt/rubackup/rc/modules/rb_module_communigate pro.sql: success
fopt/rubackup/rc/modules/rb_module_communigate_pro _mail.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_docker_container.sql: success

Execute:
Execute:
Execute:

[fopt/rubackup/rc/modules/rb_module docker_image.sql: success
Jopt/rubackup/rc/modules/rb_module_docker_volume.sql: success
Jfopt/rubackup/rc/modules/rb_module filesystem.sql: success
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Execute: /opt/rubackup/rc/modules/rb_module_filesystem_win.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
success
Execute:

Jopt/rubackup/rc/modules/rb_module_freeipa.sql: success
Jopt/rubackup/rc/modules/rb_module_1isp_vmmanager.sql: success
Jopt/rubackup/rc/modules/rb_module_jatobal.sql: success
Jopt/rubackup/rc/modules/rb_module_kvm.sql: success
Jopt/rubackup/rc/modules/rb_module_lvm.sql: success
Jopt/rubackup/rc/modules/rb_module_1xd_container.sql: success
Jopt/rubackup/rc/modules/rb_module_1xd_image.sql: success
Jopt/rubackup/rc/modules/rb_module_mariadb101.sql: success
Jopt/rubackup/rc/modules/rb_module_mssql.sql: success
Jopt/rubackup/rc/modules/rb_module_mssql files.sql: success
Jopt/rubackup/rc/modules/rb_module_mysql.sql: success
Jopt/rubackup/rc/modules/rb_module_opennebula_template.sql:

Jopt/rubackup/rc/modules

/rb_module_zfs_volume.sql: success/rb_module_opennebula_vm.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
success
Execute:
Execute:
Execute:
Execute:

Jopt/rubackup/rc/modules/rb_module oracle dp_db.sql: success
Jopt/rubackup/rc/modules/rb_module_oracle_dp_table.sql: success
Jopt/rubackup/rc/modules/rb_module _oracle _rman.sql: success
Jopt/rubackup/rc/modules/rb_module_ovirt.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_dump_database.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_dump_table.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_superb.sql: success
Jopt/rubackup/rc/modules/rb_module_postgres _pro.sql: success
/opt/rubackup/rc/modules/rb_module_postgresql.sql: success
Jopt/rubackup/rc/modules/rb_module_proxmox_container.sql:

Jopt/rubackup/rc/modules/rb_module_proxmox_vm.sql: success
Jopt/rubackup/rc/modules/rb_module _redis.sql: success
Jopt/rubackup/rc/modules/rb_module_rescue_image.sql: success
Jopt/rubackup/rc/modules/rb_module_ rustack

Jopt/rubackup/rc/modules/rb_module_rvirt_vm.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:

Jopt/rubackup/rc/modules/rb_module_s3 cloud_bucket.sql: success
Jopt/rubackup/rc/modules/rb_module_sqlite.sql: success
/opt/rubackup/rc/modules/rb_module_tarantool.sql: success
Jopt/rubackup/rc/modules/rb_module_vcenter.sql: success
Jopt/rubackup/rc/modules/rb_module veil vm.sql: success
Jopt/rubackup/rc/modules/rb_module_vmware.sql: success
Jopt/rubackup/rc/modules/rb_module_zfs.sql: success
Jopt/rubackup/rc/modules/rb_module_zfs_volume.sql: success

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?y

Enter path:

/default_pool

Path "/default_pool" doesn't exist. Do you want to create it? (y/n)y

RuBackup client configuration: client-server mode
Hostname of primary server: primary-server
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8. YcraHoBka «Bce B ogHOM» He npeanonaraeT Hannyme pesepBHOro cepeepa. Buibepute n.

Will you use secondary server (y/n)? n

9. Nanee Oypmer BbLINONHATbCA HacTponka knmeHta RuBackup. Bbibepute ceteBoit
NHTEpJoenc, NocpencTBoM Kotoporo knmeHTy RuBackup paspeleHo B3anmMoaencTeoBarb C
CUCTEMOW PE3EepPBHOro KONMPOBaHUS:

Choose client net interface ID for use: 1
Selected interface: ensi18

10. Ykaxute, MOXHO N 6yaet aommHuctpatopy cuctembl CPK RuBackup BoccTaHaBnmBathb
KOMNuUW, caenaHHble aAns OaHHOro KineHTa:

Do you allow centralized recovery (y/n)? y

11. Ykaxwure, 6y,ueT nn ncnonb30BatTbCA HenpepbiBHadA yoaneHHasa pennmnkaunda Ha 3TOM
KNMeHTe:

Do you plan to use continuous remote replication to apply remote replicas on
this client (y/n)?y

Enter local backup directory path [/tmp]:

12. Ykaxute gupekTopuio Ons BPEMEHHbIX orepaunii ¢ oannamm pesepBHbIX KOMWIA:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

13. YkaxuTe, X0TuTe N1 Bbl CO3AATb KIHOUM 3NEKTPOHHO-LMAPPOBOA NOANUCH:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

32



4 'RuBackup

14. YkaxuTe, XOTUTE NN Bbl BKIKOYNTb CUCTEMHbIA MOHUTOPWHT A1 AAHHOIO KNNEHTA:
Do you want to enable system monitoring of this client (y/n)?y

15. YkaxuTe, XoTute nn Bbl BKIIOYUTbL ayamT 6e30nacHoCTL:
Do you want to enable RuBackup security audit ([y]es, [n]o, [q]uit)(y/n/q)? y

16. YKkaxuTe, Kakon Tvn ayamTa Bbl XOTUTE BKIIOUNTD:

Choose security audit type ([e]ssential only, [tlasks (additionally to essential), [q]uit)
(e/t/q)?e

BHumaHue! Mo okoHYaHuM paboTbl yTunuTbl rb_init 6ypeT cchpopMmpoBaH rnaBHbIN
KOHdpUrypaumoHHbin cpann /opt/rubackup/etc/config.file. B aTom channe
napameTtp server-inet-interfaces onpenensier ceteBblie UHTEPdOENCHI,
nocpencTBoM KOTOpPbIX cepBepy pe3epBHOro KonmpoBaHusi pa3peLueHo
B3aMMoOenCcTBOBaTb C KnneHTamu. B cnucke nHrepchencos He06xoAMMO OCTaBUTb
TONbKO Te, KOTOPble HE06XO0AUMbI, U yOaNUTb BCE NULLHUE MHTEepdhenCbl, eCNN OHU
NPUCYTCTBYIOT (vnet, virbr u T.n.).

Mo okoHuyaHum paboTsl rb_init Bynet coznaHa nokanbHas rpynna rubackup, B KOTOpyo
cnenyet 0obaBuTb BCEX NONMb30BaTeNEn, KotTopblie OyayT paboTtatb ¢ RuBackup.

HacTtpounka nonb3oBarteneun Ha cepeepe RuBackup

Monb3oBaTtenu, OT MMEHN KOTOpbIX ByaeT OCyWeCTBAATLCS 3anyCcK YTUIUT KOMaHOHOM
cTpokn RuBackup n MeHenxepa agMuHnctpatopa RuBackup (RBM), oonXHbi:
. BXOAWUTb B rpynny rubackup,

* MMETb NpPaBnIbHO HACTPOEHHbIE NepeMeHHblE Cpedbl.

Mpynna rubackup 6bina coznaHa ytunutoli rb_init B npouecce nepBoHavanbHom
HaCTPOVKN.

YT06bl HACTPOUTL MOMb30BaTENS AN BO3MOXHOCTY paboTtbl ¢ RuBackup, BbinonHute
cnenyowne 0encTBus:
1. [obaBbTe nonb3oBatens B rpynny rubackup npv nomMowwwm KOMaHabI:

$ sudo usermod -a -G rubackup nosb308amens

Mocne aTtoro BBeauTe KOMaHLOy:

$ sg rubackup
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2. Hactpoiite ona nonb3oBarens cnepylowme nepeMeHHole cpenbl. [ns atoro nobasbTte
cnepytowme CTpoku B doann /home/nonb3osaresns/.bashrc:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY PATH=$LD LIBRARY_PATH:/opt/rubackup/lib

export PATH

export LD_LIBRARY_PATH

3. [Nepesarpyante nepemMeHHbIe OKPYXEHUS:

$ . .bashrc

3anyck cepsepa RuBackup

Lnga wratHon akcnnyataumm pekomeHayetcs 3anyckartb cepeep RuBackup kak
cepsuc. [119 3TOro BbINOAHUTE Creaytowme 0einCTBUS:

1. Lob6aebTe cepsuc knmeHTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. LobasbTe cepsuc cepeepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_server.service

3. Yrto6bl cnyxba systemd nepesarpyauna HaCTPOWKW, BBEAUTE KOMAHAY:
$ sudo systemctl daemon-reload

4. 3anyctute cepsuc rubackup_client:
$ sudo systemctl start rubackup_client

5. 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HWTL cTatyc knneHTa RuBackup MOXHO npy NOMOLWM KOMaHb:
$ sudo systemctl status rubackup_client

rubackup_client.service - RuBackup client

Loaded:

loaded (/etc/systemd/system/rubackup_client.service; enabled;

vendor preset: enabled)

Active:

days ago

Main PID:
Tasks:
Memory:
CGroup:

active (running) since Thu 2023-02-09 13:24:23 MSK; 2 weeks 1

3038534 (rubackup_client)

3 (limit: 4610)

16.5M

/system.slice/rubackup_client.service

L-3038534 /opt/rubackup/bin/rubackup_client start
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Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Check additional
RuBackup modules:

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'File system'

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_filesystem -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'File
system' was checked successfully. Module supports archiving

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'"LVM logical volume' ...

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_lvm -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: LVM version:
2.03.07(2)

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'LVM
logical volume' was checked successfully

YTo4HUTb cTatyc cepeepa RuBackup MOXHO npv nOMOLLM KOMaHOb!:
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$ sudo systemctl status rubackup_server
@ rubackup_server.service - RuBackup server

Loaded: loaded (/etc/systemd/system/rubackup_server.service; enabled; vendor
preset: enabled)

Active: active (running) since Mon 2022-04-18 16:05:18 MSK; 2min 31s ago
Process: 27631 ExecStart=/opt/rubackup/bin/rubackup_server start
(code=exited, status=0/SUCCESS)
Main PID:
Tasks:
Memory:
CGroup:

anp 18 16:

05

the database

anp 18 16:

connected

anp 18 16:

connected

anp 18 16:

8 threads

anp 18 16:

05:

to

05:

to

05:

05:

27635 (rubackup_server)
29 (limit: 4628)
7.3M
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/system.slice/rubackup_server.service
L-27635 /opt/rubackup/bin/rubackup_server start

:19 ubuntu rubackup_server[27635]:

rubackup@l>

19 ubuntu rubackup_server[27635]:

the database>

19 ubuntu rubackup_server[27635]:

the database ruba>

19 ubuntu rubackup_server[27635]:

19 ubuntu rubackup_server[27635]:

to RuBackup server: 12>

anp 18 16:05:20 ubuntu rubackup_server[27635]:

alive RuBackup server g>

anp 18 16:05:24 ubuntu rubackup_server[27635]:

tasks loop connected to t>

anp 18 16:

connected

anp 18 16:

05:

to

06:

the database

anp 18 16:

06:

the database
lines 1-20/20 (END)

24 ubuntu rubackup_server[27635]:

the databa>

00 ubuntu rubackup_server[27635]:

rubackup@l>

00 ubuntu rubackup_server[27635]:

rubackup@l>

RuBackup monitoring connected to
RuBackup media_server_TLQ_ loop
RuBackup Media Net Server

RuBackup Media Net Server will use
Media server heartbeat: Connected
Media server ubuntu has added to
RuBackup Media Server internal
RuBackup media server cloud loop
RuBackup db_service connected to

RuBackup db_watcher connected to

3anyck cepsepa B TepMUHaANIbHOM peXunme

B Tom cnyyae, ecnu nnaHnpyetcs TectuposaHne RuBackup, pekomernayercs
3anyckaTtb cepsep RuBackup B TepMyHanbHOM pexmnMe C NOMOLLbIO KOMaHAb!:

# rubackup_server start

OcrtaHosuTb cepsep RuBackup MOXHO C NOMOLLbIO0 KOMaHAbI:
# rubackup_server stop
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HacTtpoiika xpaHunuuia pe3epBHbIX KONui

Ecnu B npoLecce HAaCcTpOKy cepBepa Npw NOMOLWM yTUANTLI rb_init He Bbin
Ha3Ha4eH Kartanor ans xpaHeHus pe3epsHblx konuin ang nyna Default, To nocne HacTponkm
cepsepa RuBackup B xypHanbHoM harine /opt/rubackup/log/RuBackup.log nosiBATCS
3anncu o TOM, 4TO B nyne Default HET HM 04HOW OaOBOM CUCTEMBI AN XpaHEHUS
pe3epBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoanmo HasHaumTb ons nyna Default xots 6bl 0omH katanor ons xpaHeHus
PE3EPBHbIX KOMWIA. DTO MOXHO caenatb NPy NOMOLWM YTUNUTLI KOMaHAHOM CTPOKM Unn
Menenxepa aomuHuctpatopa RuBackup (RBM):

1. Hactporka xpaHunmwa ¢ nomoubto rb_local_filesystem

Monb3oBaTenu, OT UMEHW KOTOPbIX OyOET OCYWECTBAATLCS 3anyCK YTUANT KOMaHLHOM
cTpokun RuBackup, oonxHbl BxoauTtb B rpynny rubackup. Ytobbl 4ob6aBnTb nonb3oBatenei B
rpynny, BHeCUTe U3MeHeHns B doarmn /etc/group.

Y106bl HA3HAYNTb TOKANbHbBIM KaTanor B KA4eCTBE XPaHUIMLA PE3EPBHbIX KOMWA,
cnenyert BbIMOMHUTL KOMaHAy:

$ rb_local_filesystems -a /rubackupl -p 1
B aTOM npuMepe B kayecTBe xpaHunuwa nobaensetcs kartanor /rubackupi.
2. Hacrpoiika xpaHunuwa ¢ nomoubto rb_local_filesystem

BHumaHue! Hactponka xpaHunuuia ¢ nomowibio RBM nponssogurcs, ecnu
XpaHunuiuia He HaCcTpoeHbl yTUNUToM rb_init B Nnpouecce nepeoHayanbHOM
HaCTPOMKM.

MNopsanoK HACTPOMKN XpaHUIULLA U3NOXEH B AOKYMEHTE «PyKOBOACTBO CUCTEMHOMO
anmnHuctparopa RuBackup».
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Pa3BepHyTasa ycraHOBKa

Insa ucnonbaosaHusa RuBackup B NpoayKTUBHbBIX OKPYXEHUAX CPeaHEro 1
NPOMBILNIEHHOrO MaclTaba, a TakXe Ans NPOBEAEHNS Harpy304HbIX UCTIbITAHWIA,
pekoMeHayeTCs pa3BopaymBaTb KOMMOHeHTbl RuBackup, Bkoyas cnyxebHyto 6a3y oaHHbIX
RuBackup, Ha oToenbHbIX MalmHax ¢ PEKOMEHLYEMOW KOHJUrypaumen. 3T1o no3BonuT
LOCTWYb MakCManbHbIX NokasaTenen NponsBoaMTENIbHOCTU 1 BbIMONHUTL pe3epBHoe
KONMMpoBaHme, BOCCTAaHOBNEHWNE U yOaNEeHHYIO pennkaumio AaHHbIX B KpaTyamwme CpoKu.

YcraHOBKa OCHOBHOIO cepBepa

MoporortoBka K yctaHOBKE OCHOBHOIO cepBepa

Heobxooumble nakeThbl

MNepen yctaHoBkoi cepeepa RuBackup Heobxoammo, 4Tobbl B cucteme 6biin
YCTaHOB/EHbI CNeaytolme nakeTbl.

Ha3BaHue nakerta OnucaHue

mailutils (mnm bsd-mailx) YTUnnTbl SNeKTPOHHOM NOYThI

libcurl4 (Bo3mMoxHoO libcurl3 | KnueHtckas 6nbnuoteka nepenaym naHHbix no URL
B 3aBucumocTtu ot OC)

1ibqgt5sql5-psql Heobxogum ona OC Astra Linux

libsas12-2, libldap-2.4-2 Heobxoammbl ons onepaunoHHbIx cuctem Ubuntu 18.04,
Ubuntu 20.04, Astra Linux Special Edition 1.6, Astra
Linux Special Edition 1.7, Debian 10

openldap, cyrus-sasl Heobxoaumbl ons onepaumoHHbix cuctem PEL OC 7.3,
CentOS 8, CentOS 7
libldap2, libsasl2-3 Heobxoaumbl ons onepaumoHHoi cnctembl ALT Linux 10

BHuMmaHue! HasBaHus nakeToB MOryT OTAIMYaTbCA B 3aBUCUMOCTM OT
aucTpubytmea Linux.

Y1066l cncTema yBegomneHunii RuBackup paboTana koppekTHo, HeobXxoammMo
HaCTPOWTb OTNPAaBKY 3NEKTPOHHOM noYThl ¢ cepepa RuBackup. ns otnpaBky aneKTPOHHOM
noytbl cepsep RuBackup ncnonbayet ytunuty /usr/bin/mail.

Mpy NCNONb30BaHUM NEHTOYHON BUBINOTEKN C CEPBEPOM PE3EPBHOIO KOMUPOBAHMS,
HaCTPOViKY CM. B pykoBoACTBe «PaboTta ¢ NeHTO4YHON 61ubnmoTteko».

MakeTbl ons OC 6e3 rpadomyeckor 060104KM

Ecnu Bbl yctaHaBnuneaete cepeep RuBackup Ha OC 6e3 rpagounyeckoin 060no4ku, To,
4To6bI Mcnonb3oBaTb MeHeaxep aammHucTpatopa RuBackup (RBM), yctaHoBuTe
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cneaywume nakeTbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0

$ sudo apt install libfontconfigl

MHcTtannsauua ocHoBHoro cepeepa RuBackup
Lnga nHctannaumm ocHoBHoro cepeepa RuBackup cnenyet BbINONHUTL cneayowme
nencrens:

1. ABTOpM3ynTECH NOA NONBb30BATENEM rO0t:
$ sudo -i

2. Hactporite cnegytowme nepeMeHHble cpelbl Ons nonb3osarens root. [na 3toro
nobasbTe cnenytowme CTpoku B dpaitn /root/.bashrc:
PATH=SPATH: /opt/rubackup/bin

LD_LIBRARY_PATH=S$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH
export LD_LIBRARY_PATH

STV NepeMeHHble TakXe MOXHO onpenenutb B cpaine /etc/environment.
3. MNMepenante B kKatanor /root/, 0N 3TOroO BbINONHUTE:

cd /root
4. [Nepesarpyante nepemMeHHbIe OKPYXEHNS:

# . .bashrc

5. YcraHosute naket rubackup-common. [Npumep:

$ sudo dpkg -i rubackup-common_2.0.0-1_amd64.deb

6. YctaHosute naket rubackup-client. [Npumep:
$ sudo dpkg -1 rubackup-client_2.0.0-1_amd64.deb

7. YcraHosute naket rubackup-server. [pumep:
$ sudo dpkg -i rubackup-server_2.0.0-1_amd64.deb

8. YcraHosute naket rubackup-rbm. [Npumep:
$ sudo dpkg -1 rubackup-rbm_2.0.0-1_amd64.deb

Nms doaiina nakeTta MOXET OTM4aTbCs B 3aBUCUMOCTY OT COOPKM.
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Mpw yctaHoBke cepeepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTMBUPOBAHHbBIM PEXMMOM 3aLUTHOM NPOrpamMMHON cpefbl, nocne
ycTaHOBKM naketa rubackup-server BbinonHWTE Wwarw:

1. BbInonHWTe KoMaHay:

$ sudo update-initramfs -u -k all

2. Mepesarpy3nTe onepaumoHHy0 CUCTEMY:

$ sudo reboot

YcraHOBKa NMLULEeH3Uun

BHumaHue! Ons paboTbl OCHOBHOrO cepBepa Tpebyercs oTaenbHas
NULLEH3NS.

Cepeep RuBackup cooepxut B cebe TECTOBYIO NMNLIEH3MIO HA BbINONHEHNE
Pe3epBHOro KonmpoBaHus 06wmM o6 beMoM pesepsHbix konuid 1 Th. Mpu nepBom 3anycke
cepsep RuBackup nonyunT nnueH3noHHbI doain ot rnobanbHOro NMLEH3NOHHOIO cepeepa
RuBackup. Ecnu Bbixon B VIHTEPHET C cepBepa HEBO3MOXEH, 06paTnUTECh K CBOEMY
NOCTaBIWWKY C yKasaHueM hardware ID ons nony4yeHnst IMUEH3MOHHOro dpamna.

Hardware ID MOXHO y3HaTb Npu noMoLuy cneyowei KOMaHabl:

# rubackup_server hwid
RuBackup hardware ID:
5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

daiinbl nnueH3nmn TpebyeTcs nepenmMeHoBaTb Kak rubackup.lic n pa3mectuts B
/opt/rubackup/etc/rubackup.lic, 3aMeH1B TECTOBYIO NMLIEH3WNIO HA BblAAHHYHO.

HacTpomnka oCHOBHOro cepBepa

BHumaHume! MNMpouenypa HaCTPOMKM OCHOBHOIO cepBepa TakXe BbiNoNHAeT
HacTpomnky KnumeHTa. lNocne HacTpouku cepeepa RuBackup He cnenyeT BbINONHATb
Ha HEM HaCTPOMKY KJIMEeHTa, TaK KaK 3TO NoB/eYeT 3aMeHy cepBepHbIX HacTpoek
K/IMEeHTCKUMM 1 cepBep nepecTaHeT paborTarb.

[NepBOHavanbHasa HacTporika cepeepa RuBackup ocylwectBnsieTcs ¢ NoMoLLbo
NHTEPaKTMBHON yTunuThl rb_init. Ytunnta rb_init nob6aBmt HeobXxoaMMble CETEBBIE CEPBUCHI
B (parin /etc/services. BoinonHuTe cnegyowme OENCTBUS:

1. 3anyctute rb_1init (0T nonb3osartens root).

root@rubackup-primary:~# rb_init

RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknwumTenbHble npaBa npuHagnexat 000 "PYB3KAM"
Author i1s Andrey Kuznetsov
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Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. MNpumunTe NMUEH3NOHHOoE cornawleHve. [1ns aToro HaxmmuTe Knasuuy y.
You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

3. BoibepuTte cueHapuii KOHGUIrypupoBaHUsS OCHOBHOro (primary) cepsepa. [ns atoro
HaXXMUTE Knasuuy p.
Do you want to configure RuBackup server (primary, secondary, media) or

client (p/s/m/c/q)?

Primary RuBackup server configuration...

4. Ykaxute agpec cepsepa CYB PostgreSQL (no ymonyaHuio npu HaxaTtnm Knasuiim
Enter B kayecTtBe agpeca cepsepa ncnonbayertcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:

5. YkaxuTe naponb nonb3osarens 6asbl gaHHbIX postgres:

Please enter password for "postgres" database user:

6. Beeounte nms cynepnonbadosartens RuBackup (no ymonyaHuio npu Haxartum Enter
NCronb3yeTcs UMs cyrnepnonb3osaTens - rubackup):

BHumanve! B nmeHun cynepnonb3oBatens 3anpeLeHo MCnonb3oBaTth CNeayowme CUMBOSbI:
np06en’ \! $’ #! ‘! /’ ?’ *! "y ;’ :’ %! /\’ &’ <! >

Enter name of RuBackup superuser [ rubackup ]:

7. Cozpaiite cynepnonb3oBatenst 6a3bl AaHHbIX 1 3a4aiiTe naponb Ons cyrneprnonb3oBaTtens
6a3bl JaHHbIX rubackup:

Database user "rubackup" doesn't exist. Do you want to create database user
"rubackup" (y/n)? vy

Please enter password for "rubackup" database user:
Repeat password:

Create PostgreSQL user rubackup User rubackup was created.
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Attention!!! -------- > Use this login to authenticate to RBM as RuBackup
superuser.

8. BeeanTe nmsa 6a3bl JaHHbIX (MO yMONYaHUIO NpW HaxXaTum knaeuwm Enter B kayectse
MMeHN 6a3bl AaHHbIX MCMONb3yeTcs rubackup):

BHumaHme! B nmeHn 6a3bl faHHbIX 3anpeLeHo MCNonb3oBaTh CNeayowme CUMBONbI:
np06enl \! $i #i ‘5 /! ?! *i "y ;! :i 0/05 A’ &’ <J >

Enter RuBackup database name [ rubackup ]:

Database "rubackup" doesn't exist. Do you want to create database "rubackup" on
"localhost" host (y/n)? vy

Creating new "rubackup" database...

Execute: /opt/rubackup/rc/init/bloom.sql: success
Execute: /opt/rubackup/rc/init/server.sql: success
Execute: /fopt/rubackup/rc/modules/rb_module_aerodisk-vm.sql: success
Execute: /opt/rubackup/rc/modules/rb_module_brest_template.sql: success
Execute: /fopt/rubackup/rc/modules/rb_module_brest vm.sql: success
Execute: /opt/rubackup/rc/modules/rb_module_btrfs.sql: success
Execute: /fopt/rubackup/rc/modules/rb_module_ceph _rbd.sql: success
Execute: /opt/rubackup/rc/modules/rb_module_communigate_pro.sql: success
Execute: /opt/rubackup/rc/modules/rb_module_communigate pro_mail.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_docker_container.sql: success

Execute: /opt/rubackup/rc/modules/rb_module_docker_image.sql: success
Execute: /opt/rubackup/rc/modules/rb_module_docker_volume.sql: success
Execute: /fopt/rubackup/rc/modules/rb_module_filesystem.sql: success
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Execute: /opt/rubackup/rc/modules/rb_module_filesystem_win.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
success
Execute:

Jopt/rubackup/rc/modules/rb_module_freeipa.sql: success
Jopt/rubackup/rc/modules/rb_module_1isp_vmmanager.sql: success
Jopt/rubackup/rc/modules/rb_module_jatobal.sql: success
Jopt/rubackup/rc/modules/rb_module_kvm.sql: success
Jopt/rubackup/rc/modules/rb_module_lvm.sql: success
Jopt/rubackup/rc/modules/rb_module_1xd_container.sql: success
Jopt/rubackup/rc/modules/rb_module_1xd_image.sql: success
Jopt/rubackup/rc/modules/rb_module_mariadb101.sql: success
Jopt/rubackup/rc/modules/rb_module_mssql.sql: success
Jopt/rubackup/rc/modules/rb_module_mssql files.sql: success
Jopt/rubackup/rc/modules/rb_module_mysql.sql: success
Jopt/rubackup/rc/modules/rb_module_opennebula_template.sql:

Jopt/rubackup/rc/modules

/rb_module_zfs_volume.sql: success/rb_module_opennebula_vm.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
success
Execute:
Execute:
Execute:
Execute:

Jopt/rubackup/rc/modules/rb_module oracle dp_db.sql: success
Jopt/rubackup/rc/modules/rb_module_oracle_dp_table.sql: success
Jopt/rubackup/rc/modules/rb_module _oracle _rman.sql: success
Jopt/rubackup/rc/modules/rb_module_ovirt.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_dump_database.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_dump_table.sql: success
Jopt/rubackup/rc/modules/rb_module_pg_superb.sql: success
Jopt/rubackup/rc/modules/rb_module_postgres _pro.sql: success
/opt/rubackup/rc/modules/rb_module_postgresql.sql: success
Jopt/rubackup/rc/modules/rb_module_proxmox_container.sql:

Jopt/rubackup/rc/modules/rb_module_proxmox_vm.sql: success
Jopt/rubackup/rc/modules/rb_module _redis.sql: success
Jopt/rubackup/rc/modules/rb_module_rescue_image.sql: success
Jopt/rubackup/rc/modules/rb_module_ rustack

Jopt/rubackup/rc/modules/rb_module_rvirt_vm.sql: success

Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:
Execute:

9. lobaBbTe

Jopt/rubackup/rc/modules/rb_module_s3 cloud_bucket.sql: success
Jopt/rubackup/rc/modules/rb_module_sqlite.sql: success
/opt/rubackup/rc/modules/rb_module_tarantool.sql: success
Jopt/rubackup/rc/modules/rb_module_vcenter.sql: success
Jopt/rubackup/rc/modules/rb_module veil vm.sql: success
Jopt/rubackup/rc/modules/rb_module_vmware.sql: success
Jopt/rubackup/rc/modules/rb_module_zfs.sql: success
Jopt/rubackup/rc/modules/rb_module_zfs_volume.sql: success

JloKasbHoe ¢annoBoe XpaHwivue ANA AePOoNTHOro nyna:

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?y
10. BBeguTte nyTb K AMpEKTOpuMM, KoTopaa byaeT accouuMmpoBaHa C  AedOJITHbIM

nyJaom:
Enter path:

/default_pool

Path "/default_pool" doesn't exist. Do you want to create it? (y/n)y
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RuBackup client configuration: client-server mode
Hostname of primary server: primary-server

11. Ecnmn B KOHpUrypaumm nogpasymeBaeTcst pe3epsHbIii (secondary) cepsep, To Bbibepute
3Ty BO3MOXHOCTb:

Will you use secondary server (y/n)?

12. YkaxuTe agpec pe3epBHOro cepeepa:
Hostname of secondary server: rb-secondary

13. anee OymeT BbINONHATbCS HacTpoika knveHta RuBackup. Bblbepute ceTeBoi
NHTEpJoenc, NocpencTsoM Kotoporo knmeHTy RuBackup paspeleHo B3anmMoaencTeoBarb C
CUCTEMOW PE3EepPBHOro KONMPOBaHUS:

Choose client net interface ID for use: 1
Selected interface: ensi18

14. Ykaxute, MOXHO N 6yaet aoMmHuctpatopy cuctembl CPK RuBackup BoccTaHaBnmBathb
KOMNuW, caenaHHble aAns OaHHOro KineHTa:

Do you allow centralized recovery (y/n)? y

15. Ykaxwure, 6y,u.eT nn ncnonb3oBaTbCA HeErpepbiBHaA yaaneHHad pennnkaunda Ha 3TOM
KNMeHTe:

Do you plan to use continuous remote replication to apply remote replicas on
this client (y/n)?y

Enter local backup directory path [/tmp]:

16. Ykaxute OupekToputo /s BPEMEHHbIX onepaunin ¢ doannamm pe3epBHbIX KOMWIA:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

17. YkaxuTe, XOTUTE N1 Bbl CO3AATb KIHOUM 3NEKTPOHHO-LMAPPOBOA NOANUCH:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key
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18. YkaxuTe, XotTute N Bbl BKIIKOYUTb CUCTEMHDBIA MOHUTOPWHT A1 BAHHOMO KNNEHTa:
Do you want to enable system monitoring of this client (y/n)?

19. Ykaxute, XOTUTE N Bbl BKMIOYNTL ayamT 6€30MacHOCTH:
Do you want to enable RuBackup security audit ([y]es, [n]o, [q]uit)(y/n/q)? y

20. YkaxuTe, Kakoi Tin ayamTa Bbl XOTUTE BKIIOUNTD:

Choose security audit type ([e]ssential only, [tlasks (additionally to essential), [q]uit)
(e/t/q)?e

BHumaHue! Mo okoHYaHuM paboTbl yTunuThbl rb_init 6ypeT cpOpMMpPOBaH rnaBHbIN
KOHdpurypaumoHHbin cpann /opt/rubackup/etc/config.file. B aTom channe
napamerTp server-inet-interfaces onpenensier ceteBble UHTEpPPENMChl,
nocpencTtesoM KOTOPbIX CepBepy pe3epBHOro KonuposaHus paspeLueHo
B3aMMOeNCTBOBaThb C KiMeHTamu. B cnucke nHrepchencos He06xoaAMMO OCTaBUTb
TONbKO Te, KOTOPble HEO6XOAUMbI, U YOANUTb BCE NULLHUE MHTEepPhenCbl, eCNN OHU
NPUCYTCTBYIOT (vnet, virbr u T.n.).

Mo okoHYaHuM paboTbl rb_init 6ynet cospaHa nokanbHas rpynna rubackup, B KoTopyto
cnepyet nob6aBuUTb BCeX Nnonb3oBaterneit, kotopble 6yayT pabotatb ¢ RuBackup.

HacTtpomnka nonb3oBareneun Ha cepeepe RuBackup

Monb3oBaTenu, 0T UMeHW KOTOPbIX ByAeT OCyWeCTBAATLCS 3anyCcK YTUANT KOMaHLHOM
ctpokun RuBackup n okoHHoro MeHenxepa AomunHuctparopa (RBM), nonxHsbi:
. NMETb NPaBWUIbHO HACTPOEHHbIE NepeMeHHbIe Cpebl,

. BXOOMTb B rpynmny rubackup.

Mpynna rubackup 6bina cosgana yTmunuToit rb_init B npouecce nepBoHa4anbHO
HaCTPOWKN.

Y1061 HACTPOUTL NONb30BATENS AN BO3MOXHOCTM paboTbl ¢ RuBackup, BbinonHuTe
cnepnyowne 0encTBus:
1. [lobaBbTe nonb3oBatens B rpynny rubackup npu noMowwm KOMaHob!:

$ sudo usermod -a -G rubackup nosb30samens

MNocne atoro BBeONTE KOMaHAOYy:

$ sg rubackup
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2. Hactpoiite ona nonb3oBarens cnepylowme nepeMeHHole cpenbl. [ns atoro nobasbTte
cnepytowme CTpoku B doann /home/nonb3osaresns/.bashrc:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY PATH=$LD LIBRARY_PATH:/opt/rubackup/lib

export PATH

export LD_LIBRARY_PATH

3. [Nepesarpyante nepemMeHHbIe OKPYXEHUS:

$ . .bashrc

3anyck ocHOBHoOro cepsepa RuBackup

Lnga wratHon akcnnyataumm pekomeHayetcs 3anyckartb cepeep RuBackup kak
cepsuc. [119 3TOro BbINONHUTE Creaytowme 0enCcTBmsS:

1. Lob6aebTe cepsuc knmeHTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. LobasbTe cepsuc cepeepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_server.service

3. Yrtobbl cnyxba systemd nepesarpysuna HacTpOWKW, BBEOUTE KOMaHAY:
$ sudo systemctl daemon-reload

4. 3anyctute cepsuc rubackup_client:
$ sudo systemctl start rubackup_client

5. 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTL cTatyc knneHTa RuBackup MOXHO npy NOMOLWM KOMaHab:
$ sudo systemctl status rubackup_client

rubackup_client.service - RuBackup client

Loaded:

loaded (/etc/systemd/system/rubackup_client.service; enabled;

vendor preset: enabled)

Active:

days ago

Main PID:
Tasks:
Memory:
CGroup:

active (running) since Thu 2023-02-09 13:24:23 MSK; 2 weeks 1

3038534 (rubackup_client)

3 (limit: 4610)

16.5M

/system.slice/rubackup_client.service

L-3038534 /opt/rubackup/bin/rubackup_client start
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Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Check additional
RuBackup modules:

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'File system'

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_filesystem -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'File
system' was checked successfully. Module supports archiving

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'"LVM logical volume' ...

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_lvm -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: LVM version:
2.03.07(2)

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'LVM
logical volume' was checked successfully

YTo4HUTb cTatyc cepeepa RuBackup MOXHO npv nOMOLLM KOMaHOb!:
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@ rubackup_server.service - RuBackup server
Loaded: loaded (/etc/systemd/system/rubackup_server.service; enabled; vendor
preset: enabled)
Active: active (running) since Mon 2022-04-18 16:05:18 MSK; 2min 31s ago
Process: 27631 ExecStart=/opt/rubackup/bin/rubackup_server start
(code=exited, status=0/SUCCESS)

Main PID:
Tasks:
Memory:
CGroup:

anp 18 16:05
the database

anp 18 16:05:

connected to

anp 18 16:05:

connected to

anp 18 16:05:

8 threads

anp 18 16:05:

27635 (rubackup_server)
29 (limit: 4628)
7.3M
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/system.slice/rubackup_server.service
L-27635 /opt/rubackup/bin/rubackup_server start

:19 ubuntu rubackup_server[27635]:

rubackup@l>

19 ubuntu rubackup_server[27635]:

the database>

19 ubuntu rubackup_server[27635]:

the database ruba>

19 ubuntu rubackup_server[27635]:

19 ubuntu rubackup_server[27635]:

to RuBackup server: 12>

anp 18 16:05:

20 ubuntu rubackup_server[27635]:

alive RuBackup server g>

anp 18 16:05:

24 ubuntu rubackup_server[27635]:

tasks loop connected to t>

anp 18 16:05:

connected to

anp 18 16:06:

the database

anp 18 16:06:

the database

24 ubuntu rubackup_server[27635]:

the databa>

00 ubuntu rubackup_server[27635]:

rubackup@l>

00 ubuntu rubackup_server[27635]:

rubackup@l>

lines 1-20/20 (END)

RuBackup monitoring connected to
RuBackup media_server_TLQ_ loop
RuBackup Media Net Server

RuBackup Media Net Server will use
Media server heartbeat: Connected
Media server ubuntu has added to
RuBackup Media Server internal
RuBackup media server cloud loop
RuBackup db_service connected to

RuBackup db_watcher connected to

BHumaHue! Ecnu y Bac Bo3HMKaeT npobnema 3anycka cepBuca cepeepa
RuBackup, n cnyxebHas 6a3a paHHbix RuBackup B PostgreSQL ycraHoBneHa Ha
oTAeNbHOM cepBepe (Hanpumep, Npu aobasneHUn B KOHcUrypauuro pesepBHOro
UNn mepgunacepsepa), BbinosIHUTE crleayrolme 0enNCTBUA:

1. Yoanute 3aBMCMMOCTM postgresql.service B napameTpax Requires u After B pasgene
Unit B lOHUT-Qpaine:

/opt/rubackup/etc/systemd/system/rubackup_server.service

2. [MNepesarpyaute systemctl:
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$ sudo systemctl daemon-reload

3anyck OCHOBHOro cepBepa B TepMUHANIbHOM peXume

B TOoM cnyyae, ecnu nnanmpyetcsa TectmposaHne RuBackup, pekomeHayetcs
3anyckartb ocHoBHoM cepsep RuBackup B TepMyHanbHOM pexuMe ¢ MOMOLLbIO KOMaHab!:

# rubackup_server start

OcrtaHosuTb cepBep RuBackup MOXHO ¢ NOMOLLbIO KOMaHAbI:
# rubackup_server stop

HacTpomnka xpaHunuuia pe3epBHbIX KONMUWA

Ecnu B npouecce HAacTpOky cepeepa Npw NOMOLWM yTUANTLI rb_init He Bbin
HasHayeH Karanor Ans xpaHeHus pe3epsHblx konuii ans nyna Default, To nocne HacTponku
ocHoBHOro cepsepa RuBackup B xypHanbHoM doarine /opt/rubackup/log/RuBackup.log
NOSBATCSA 3anmncu O TOM, 41O B nyne Default HET HX O4HOWN PaIOBOV CUCTEMbI A1 XPaHEHNS
pe3epBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoammo HasHaumTb ons nyna Default xots 66l 0aMH katanor ons xpaHeHus
PEe3epPBHbIX KOMWIA. STO MOXHO caenatb NPy NOMOLWM YTUNUTLI KOMaHAHOM CTPOKM Unn
Merenxepa agmuHuctpatopa RuBackup (RBM):

1. Hactpoika xpaHunumia ¢ nomoubto rb_local_filesystem

Monb3oBaTenu, 0T UMeHW KOTOPbIX ByAeT OCYyWeCTBAATLCS 3anyCcK YTUANT KOMaHLHOM
cTpokm RuBackup, fLonXHbl BxoAWTb B rpynny rubackup. Ytobbl nobasutb nonb3oBateneii B
rpynny, BHecuTe n3aMeHeHns B goamn /etc/group.

YT106bI HA3HAYNTL NOKANbHBIV KaTanor B KA4ECTBE XPaHUNLLA PE3EPBHbLIX KOMUIA,
cnepnyet BbIMOMHUTbL KOMaHay:

$ rb_local_filesystems -a /rubackupl -p 1
B aTOM NpuMepe B ka4ecTBe xpaHumwa nobasnsertcs katanor /rubackupl.
2. Hacrtpoiika xpaHunuwa ¢ nomouwbto rb_local_filesystem

BHumaHue! Hactpouka xpaHunuuia ¢ nomowibio RBM npounssoaurcs, ecnu
XpaHunumiLa He HacTpoeHbl yTunuTon rb_init B npouecce nepsoHayanbHOMU
HaCTPOMKM.

MopsooK HACTPOMKN XpaHUIMLLA U3NOXEH B OOKYMEHTE «PyKOBOACTBO CUCTEMHOMO
anmnHuctparopa RuBackup».
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YcTaHOBKa pe3epBHOro cepsepa

MoaroToBKa K ycTaHOBKE pe3epBHOro cepsepa

Heobxoommbie nakeTsbl

Mepen yctaHoBkol cepeepa RuBackup Heobxoammo, 4tobbl B cucteme bbinm
YCTaHOBJIEHbI Cneayrowne nakeTbl.

Ha3BaHue nakerta OnucaHue

mailutils (mnm bsd-mailx) YTUnnTbl SNeKTPOHHOM NOYThI

libcurl4 (Bo3moxHoO libcurl3 | Knuentckas bubnuoteka nepenayn gaHHbix no URL
B 3aBucumocTtu ot OC)

1ibgt5sql5-psql Heobxoomm onst OC Astra Linux

libsasl2-2, libldap-2.4-2 Heobxoammbl ons onepaumoHHbIx cuctem Ubuntu 18.04,
Ubuntu 20.04, Astra Linux Special Edition 1.6, Astra
Linux Special Edition 1.7, Debian 10

openldap, cyrus-sasl Heobxoaumbl onsi onepaumoHHbix cuctem PEL OC 7.3,
CentOS 8, CentOS 7
libldap2, libsasl2-3 Heobxoaumbl onsi onepaumoHHoi cuctembl ALT Linux 10

BHumaHue! HazBaHusi NnakeToB MOryT OTIMYATbCA B 3aBUCUMOCTU OT
AaucTpubytmea Linux.

Yr1obbl cuctema yBegomneHuin RuBackup pabotana KoppekTHO, Heobx0anuMo
HaCTpPOWUTb OTNPAaBKY SNEKTPOHHON No4Thl ¢ cepBepa RuBackup. Ons otnpasku anekTpoHHOM
noytbl cepsep RuBackup ncnonbayet ytunuty /usr/bin/matil.

Mpy NCNoNb30BaHUM NEHTOYHON BUBNNOTEKMN C CEPBEPOM PE3EPBHOIO KOMMPOBAHMSI,
HaCTPOWKY CM. B pyKOBOACTBE «PaboTta ¢ NeHTOYHON BMONNOTEKON».

MakeTbl ans OC 6e3 rpadryeckor 060104KN

Ecnwn Bbl yctaHaBnmBaeTe cepep RuBackup Ha OC 6e3 rpadpmnyeckoit 060n04ku, To,
4TOObI Mcnonb3oBaTb MeHenxep aagmmHucTpatopa RuBackup (RBM), yctaHoBuTte
cnenyowme naketbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

MHcTannsauua pe3sepBHOro cepeepa

Lnsa nHctannaumm pesepsHoro cepeepa RuBackup cnenyet BbINONHWTL cnegytowmne
NenCcTBUS:

1. ABTOpM3yTECH NOA NONb30BaATENEM rO0t:
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$ sudo -i

2. Hactpoiite cnenyrowme nepemMeHHble cpebl Ons nonb3osatens root. Ana storo nobaBbte
cnegnytowune CTpoku B ¢pann /root/.bashrc:

PATH=S$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

STM NepeMeHHble TakXe MOXHO onpeaenuTb B goaiine /etc/environment.

3. MNMepenante B katanor /root/, 0N 3TOro BbINONHUTE:
cd /root

4. [Nepe3arpyaunte nepeMeHHble OKPYXEHUS:
$ . .bashrc

5. YcraHosute naket rubackup-common. lNpumep:
$ sudo dpkg -1 rubackup-common_2.0.0-1_amd64.deb

6. YcraHosute naket rubackup-client. [Npumep:
$ sudo dpkg -1 rubackup-client_2.0.0-1_amd64.deb

7. YcraHosute naket rubackup-server. [1pumep:

$ sudo dpkg -i rubackup-server_2.0.0-1_amd64.deb
8. YcraHosute naket rubackup-rbm. [Npumep:

$ sudo dpkg -1 rubackup-rbm_2.0.0-1_amd64.deb

NMs cpaiina nakeTa MOXET OT/M4aThCs B 3aBUCMMOCTY OT COOPKMU.

Mpu yctaHoske cepeepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ aKTMBUPOBAHHBIM PEXMMOM 3aLMUTHOW NPOrpPamMMHOl Ccpeibl, nocne
YCTaHOBKM NakeTa rubackup-server BbinonH1TE Cneayowme warm:

1. BbInONHUTE KOMaHAy:

$ sudo update-initramfs -u -k all
2. NMepesarpyaunTe onepaunoHHy0 CUCTEMY:

$ sudo reboot
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YcraHOBKa NMLUEeH3uun

BHumaHue! Ons paboTbl pe3epBHOro cepeepa tpebyercs otaenbHas
NULLEH3NS.

Cepsep RuBackup conepxut B cebe TECTOBYIO NMNLIEH3MIO HA BbINOHEHNE
PE3EPBHOr0 KONMPoBaHus 0bwwmmM o6 beMom pesepBHbIx konuid 1 TE. MNpu nepeom 3anycke
cepsep RuBackup nony4ut nMueH3noHHbI doain oT rnobanbHOro NMUEH3MOHHOMO cepBepa
RuBackup. Ecnu Bbixog B VIHTEpHET C cepBepa HEBO3MOXEH, 06paTUTeCh K CBOEMY
NOCTaBLWLMKY C yKka3aHueM hardware ID pns nonyyYeHns NMUEH3MOHHOro dhamna.

Hardware ID MOXHO y3HaTb Npu NOMOLWM Cneayowen KOMaHab!:

# rubackup_server hwid
RuBackup hardware ID:
5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

daiinbl nnueH3nmn TpebyeTtca nepenmMeHoBaTb Kak rubackup.lic u pasmectuts B
/opt/rubackup/etc/rubackup.lic, 3aMeH1B TECTOBYIO NMLIEH3MNIO HA BblAAHHY!O.

Hactpoika pe3epBHOro cepeepa

Pe3sepBHbIii cepBep He siBnsieTcs obs3aTtenbHbiM KomnoHeHTom CPK RuBackup n
MCNONb3YETCS ONS NOBLIWEHNS O0TKA30YCTONYNBOCTM CUCTEMBI.

Heobxoa1MMo 4Tobbl OCHOBHOW 11 Pe3ePBHbI CEPBEP MOMIN BEpUULMPOBaTL ApYr
npyra no hostname. [0y aToro He06x0AMMO NPON3BECTM COOTBETCTBYHOWME HACTPONKM B
/etc/hosts Ha obownx y3nax.

Heobxoammo nobasuthb IP-appec pesepsHoro cepeepa B pg_hba.conf CYB/,
Postgresql, conepxauwyto B rubackup.

[NepBOHavYanbHas HacTporika pesepsHoro cepeepa RuBackup ocywecTtensaercs ¢
MOMOLLBIO MHTEPAKTUBHOW yTUnnThI rb_init. BoinonHuTe cnenyowme nencrsms:

1. 3anyctute rb_init OT UMEHM cynepnonb3oBaTens (C npaBamu root).

root@ secondary-server~# rb_init
RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknwumTenbHole npaBa npuHagnexat 000 "PYB3KAM"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. MpuMnTE NMLEH3MOHHOE cornatlleHne. [Ins aToro HaxXmMuTe Knasuuy y.
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3. BbibepuTe cueHapuii KOHGUIypMpoBaHUS pe3epBHOro (secondary) cepsepa. [ns atoro
HaXXMUTE KNaBuLly s.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?s

Secondary server configuration..

Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. BeeouTe agpec cepBepa, Ha KOTOPOM pacronaraetcst 6a3a aaHHbix RuBackup, 1 naponb
(no ymonyaHuio Npu HaxaTuu knaeuwm Enter B kayecTse agpeca cepaepa UCMonb3yeTcs
localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]: primary-
server
Enter name of RuBackup superuser [ rubackup ]:

5. YkaxwuTte nums cynepronb3osatens RuBackup (Mo ymonyaHuio npy HaxaTtuu Knasuium
Enter B kayecTBe MeHM cynepnonb3osartens ncnonbdyercs rubackup):

BHumaHue! B umenu cynepnonb3oBarens 3anpelleHo NCnob3oBaTtb cnenyroume CUMBONbI.
np06en! \7 $5 #J \7 /’ ?’ *J "M ;5 :J 0/07 A’ &’ <7 >

Enter name of RuBackup superuser [ rubackup ]: rubackup
Please enter password for "rubackup" database user:

6. Beeoute naponb ong cynepnonb3dosartens Rubackup:

Please enter password for "rubackup" database user:
Enter RuBackup database name [ rubackup ]:

7. BBeamte nmsa 6a3sbl aHHbIX (MO YMOMYaHMIO NPy HaxaTtnm knaevwm Enter B kayectse
nMeHn 6a3bl AaHHbIX UcnonbayeTtcs rubackup):

BHyMaHve! B nMeHmn 6a3bl JaHHbIX 3anpeLeHo UCMob30BaThb Cedytolimne CUMBOSbI:
np06en’ \’ $5 #5 \, /’ ?’ *5 "M ;’ :5 %, A’ &’ <7 >
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Enter RuBackup database name [ rubackup ]:
RuBackup client configuration: client-server mode

Hostname of primary server: primary-server
Hostname of secondary server: secondary-server

Choose client net interface ID for use:

8. BbibepuTe ceTeBoli nHTEpdheiic, NocpeacTBoM KOToporo knveHTy RuBackup paspelueHo
B3aMMOOENCTBOBATb C CUCTEMOI Pe3epPBHOro KONMpOoBaHUSA:

Choose client net interface ID for use:

Possible interfaces for RuBackup client communication:
lo [0]
ens18 [1]

Choose client net interface ID for use: 1

Selected interface: ensi8

Do you allow centralized recovery (y/n)?

9. YkaxuTe MoxHo nv bynet agmuHucTpatopy cuctembl CPK RuBackup BocctaHaBnueathb
KOnuW, caenaHHble ans AaHHOro KneHTa:

Do you allow centralized recovery (y/n)?y

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

10. YkaxuTe, Oyoert nm ncnonb30BaTbCsl HENPEPbLIBHAS YOaNeHHas pennvkaumns Ha 3Tom
KNNeHTe:
Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?y

Enter local backup directory path [/tmp]

11. YkaxuTe OnpekTopuio 4ns BpeMeHHbIX ornepaumi ¢ pannamm pesepsHbIX KOMUIA:

Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

12. Cosparite MacTep-Knoy ons 3awmTHOro npeobpasoBaHns Pe3epPBHbIX KON
(Heobxoammo BBeCTU He MeHee 10 cumBonoB B none Passphrase):

Passphrase:
Will you use digital signature (y/n)?

13. YkaxuTe, xotute nn Bbl CO34aTb KNOYN 3N1EKTPOHHO-LMADPOBOA NOAMNCHK:
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Will you use digital signature (y/n)?y
Create new secret key
Create new public key

14. YkaxuTte, XOTuTe N Bbl BKSTKOYUTb CUCTEMHDBIA MOHUTOPWHT A1 BAHHOMO KNNEHTa:

Do you want to enable system monitoring of this client (y/n)?

Mo oOKOHYaHWM paboTbl rb_init 3anycTuTe KAMEHTCKUA W CEePBEPHbIA CEPBUCHI
pe3epBHOro KonuposaHns. CneoynTte MHCTPYKUMM M3 pasaena « HacTtporika nonb3oBatenen
Ha pe3epBHOM cepsepe RuBackup».

[No 3aBepLUEeHNM HACTPOIKM PE3EPBHOMO cepBepa HeObX0aAMMO:

1. ABTOpM30BaTb pe3epBHbIA CepBep MNpW MEpPBOM 3anycke B CUCTEME PE3EepPBHOro
konvpoBaHusi B RBM (cM. noopobHocTn B «PykoBOACTBE CUCTEMHOIO aAMUHMCTPaTopa
RuBackup)..

BHumaHue! Mocne 3anycka pesepBHOro cepsepa Heo6xoauMo cobnCcTU NOPSAOK
aBTopu3aumu. CHayana HyXXHO aBTOpPU30BaTh B CUCTEME KJIMEHT U TONIbKO NMOTOM
pe3epBHbIN cepBep. B npotnBHOM cny4yae 6yaeTt nob6aBneHo ABa KJMEHTa, YTO
npuBeneT K owmnbkam.

2. HasHaunTb pe3epBHOMY cepBepy xoTsi Obl ooMH nyn Tuna «dainosas cuctemar» Ons
XpaHEeHUsi Ppe3epPBHbIX KOMWIA 1 KaTtanor s XpaHeHNst pe3epBHbIX KOMWIA.

ITN 3a4a4m MOXHO BbINONHUTL B OKOHHOM MeHenxepe AamuHuctpatopa RBM (cm.
«PykoBOACTBO CUCTEMHOro aammnHucTpaTtopa RuBackup»).

Hactpoika nonb3oBartenen Ha pe3epBHOM cepBepe RuBackup

Monb3oBaTtenu, 0T UMEHUN KOTOPbIX ByLET OCYIECTBASTLCS 3anyCK YTUAUT KOMaHAOHOM
cTpokn RuBackup v okoHHoro MeHenxepa AomuHuctpaTtopa (RBM), nonxHsbi:
. MMETb NPaBUNbHO HACTPOEHHbIE MEPEMEHHbIE cpeabl,

. BXOOWTb B rpynny rubackup.

"pynna rubackup 6bina cozgaHa ytunutoli rb_init B npouecce nepsoHavanbHoOM
HaCTPOVKN.

YT06bl HACTPOUTL NOMNL30BATENS AN BO3MOXHOCTY paboTtel ¢ RuBackup, BeinonHute
cnepyowue oencTeuns:

55



4 'RuBackup

1. [lobaBbTe nonb3oBatens B rpynny rubackup npu NoMoLmM KOMaHObI:

$ sudo usermod -a -G rubackup nosb308amens

Mocne atoro BBeauTe KOMaHLOy:

$ sg rubackup

2. Hactpoiite ona nonb3oBarens cnepylowme nepeMeHHole cpenbl. [ns atoro nobasbTte
cnegyoume cTpoku B ¢pan /home/nons3osaresns/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=S$LD_LIBRARY_PATH: /opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

3. Mepesarpy3nTte NepemMeHHble OKPYXEHUS:
$ . .bashrc

3anyck pe3epBHoro cepsepa RuBackup

Lnga wratHon akcnnyataumm pekomeHayetcs 3anyckarb cepeep RuBackup kak
cepsuc. [1na 3T0ro BbINOAHUTE Creaytowme 4enCcTBUS:

1. Lob6asbTe cepsuc knmeHTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. LobasbTe cepsuc cepeepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_server.service

3. Y1066l cnyxxba systemd nepesarpyauna HacTpPOWKW, BBEAUTE KOMaHAY:
$ sudo systemctl daemon-reload

4. 3anyctute cepsuc rubackup_client:
$ sudo systemctl start rubackup_client

5. 3anyctute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YT04HUTb cTatyc knuneHta RuBackup MOXHO npu noMoLwm KoMaHabi:
$ sudo systemctl status rubackup_client

rubackup_client.service - RuBackup client
Loaded: loaded (/etc/systemd/system/rubackup_client.service; enabled;
vendor preset: enabled)
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Active: active (running) since Thu 2023-02-09 13:24:23 MSK; 2 weeks 1
days ago
Main PID: 3038534 (rubackup_client)
Tasks: 3 (limit: 4610)
Memory: 16.5M
CGroup: /system.slice/rubackup_client.service
L-3038534 /opt/rubackup/bin/rubackup_client start

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Check additional
RuBackup modules:

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'File system' ...

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_filesystem -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'File
system' was checked successfully. Module supports archiving

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'"LVM logical volume'

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_lvm -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: LVM version:
2.03.07(2)

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'LVM
logical volume' was checked successfully

YTo4HUTb cTatyc cepsepa RuBackup MOXHO npy NoMOLWM KOMaHAbI:

$ sudo systemctl status rubackup_server
@ rubackup_server.service - RuBackup server

Loaded: loaded (/etc/systemd/system/rubackup_server.service; enabled; vendor preset:
enabled)

Active: active (running) since Mon 2022-04-18 16:05:18 MSK; 2min 31s ago

Process: 27631 ExecStart=/opt/rubackup/bin/rubackup_server start (code=exited,
status=0/SUCCESS)

Main PID: 27635 (rubackup_server)

Tasks: 29 (limit: 4628)

Memory: 7.3M

CGroup: /system.slice/rubackup_server.service

L—27635 /opt/rubackup/bin/rubackup_server start
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anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup monitoring connected to
the database rubackup@l>

anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup media_server_TLQ_loop
connected to the database>

anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup Media Net Server
connected to the database ruba>

anp 18 16:05:19 ubuntu rubackup_server[27635]: RuBackup Media Net Server will use
8 threads

anp 18 16:05:19 ubuntu rubackup_server[27635]: Media server heartbeat: Connected
to RuBackup server: 12>

anp 18 16:05:20 ubuntu rubackup_server[27635]: Media server ubuntu has added to
alive RuBackup server g>

anp 18 16:05:24 ubuntu rubackup_server[27635]: RuBackup Media Server internal
tasks loop connected to t>

anp 18 16:05:24 ubuntu rubackup_server[27635]: RuBackup media server cloud loop
connected to the databa>

anp 18 16:06:00 ubuntu rubackup_server[27635]: RuBackup db_service connected to
the database rubackup@l>

anp 18 16:06:00 ubuntu rubackup_server[27635]: RuBackup db_watcher connected to
the database rubackup@l>

lines 1-20/20 (END)

BHumaHue! Ecnu y Bac BO3HMKaeT npobnema 3anycka cepsuca cepsepa
RuBackup v cnyxebHas 6a3a paHHbix RuBackup B PostgreSQL yctaHoBneHa npu
3TOM Ha OTAEe/NIbHOM cepBepe (Hanpumep, npu nob6aeneHnn B KOHpUrypaumo
pe3epBHOro N1 Meguacepsepa), BbiINoONHUTE cnenyoLlme AencTBUA:

1. Ypoanute 3aBUCMMOCTU postgresql.service B napametrpax Requires u After B pasgene
Unit B lOHUT-Cpaine:

Jopt/rubackup/etc/systemd/system/rubackup_server.service

2. MNepesarpyaute systemctl:

$ sudo systemctl daemon-reload

3anyck pe3epBHOro cepsepa B TepMUHA/IbHOM peXxume

B Tom cnyyae, ecnu nnaHnpyetcs TectuposaHne RuBackup, pekomernayercs
3anyckarb pe3epsHbIi cepeep RuBackup B TEPMUHANBHOM PEXMME C MOMOLLbIO KOMaHIbI:

# rubackup_server start

OcraHosuTb cepsep RuBackup MOXHO C NOMOLbIO KOMaHAObI:
# rubackup_server stop
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HacTpomnka xpaHunuuia pe3epBHbIX KONUUA

Ecnu B npouecce HACcTPOKy cepBepa Npw NOMOLWM yTUANTLI rb_init He Bbin
Ha3Ha4eH Kartanor ans xpaHeHus pe3epsHblx konuin ang nyna Default, To nocne HacTponkm
ocHoBHOro cepsepa RuBackup B xypHanbHoM doarine /opt/rubackup/log/RuBackup.log
NOSABATCA 3annUCK O TOM, YTO B nyne Default HET HX OOHOWN ParNOBON CUCTEMbI ONA XPaAHEHNSA
pe3epBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoanmo HasHaumTb ons nyna Default xots 6b 0omH Katanor ons xpaHeHus
PE3EPBHbIX KOMWIA. TO MOXHO caenatb Mpu NOMOLM YTUINTLI KOMaHAHOW CTPOKW Ui
OKOHHOr0 MeHeaXxepa CUCTEMHOMO aAMUHUCTPATOpPa CUCTEMbI PE3EPBHOMO KOMMPOBAHUS
RBM:

1. Hactporka xpaHunumia c nomoubto rb_local_filesystem

MNonb3oBaTenu, OT UMEHM KOTOPbIX OyOET OCYWEeCTBAATLCS 3anyCK YTUAUT KOMaHLHOM
cTpokun RuBackup, oonxHbl BxoauTtb B rpynny rubackup. Ytobbl 4o6aBnTb nonb3oBatenei B
rpynny, BHecuTe naMeHeHns B goamn /etc/group.

Y1obbl HA3HAYNTb NTOKANbHBIA KaTanor B kKa4ecTse XpaHunuilia pe3epBHbIX Konui,
cnepnyert BbINOJIHATb KOMaHAy:

$ rb_local_filesystems -a /rubackupl -p 1
B aTOM NpuMepe B kKa4ecTBe xpaHunmwa nobasnsertcs katanor /rubackupl.
2. Hactporka xpaHvnnuwa ¢ nomoubto rb_local_filesystem

BHumaHue! Hactpowka xpaHunuuia ¢ nomowibio RBM npounssoaurcs, ecnu
XpaHunuiLa He HacTpoeHbl yTunuton rb_init B npouecce nepsoHayYyanbHOMU
HaCTPOMKM.

Mopsanok HACTPOWKM XPaHWUIMLLA U3NTOXEH B AOKYMEHTE «PyKOBOACTBO CUCTEMHOIO
agmuHuctpartopa RuBackup».
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YcraHOBKa MeaounacepBepa

MoprortoBka K yctaHOBKe Meguacepsepa

Heobxoommble nakeTsbl

MNepen yctaHoBKo Meanacepeepa RuBackup Heobxoammo, 4Tobbl B cucteme bbinm
YCTaHOB/EHbI CNEeAyHoWMe NakeTbl.

HasBaHue naketa OnucaHue

mailutils (nnm bsd-mailx) YTUNUTbI 9NEKTPOHHOM NOYTHI

libcurl4 (Bo3mMoxHO libcurl3 | KnmeHtckas 6nbnuoteka nepenaym oaHHbix no URL
B 3aBmcumocTtm ot OC)

1ibgt5sql5-psql Heobxogum ona OC AstraLinux

libsasl2-2, libldap-2.4-2 Heobxoammbl ans onepaumoHHbix cuctem Ubuntu 18.04,
Ubuntu 20.04, Astra Linux Special Edition 1.6, Astra
Linux Special Edition 1.7, Debian 10

openldap, cyrus-sasl Heobxoanmbl ans onepaumorHbix cuctem PEL OC 7.3,
CentOS 8, CentOS 7
libldap2, libsasl2-3 Heobxoaumbl ons onepaumoHHoi cnctembl ALT Linux 10

BHumaHune! HasBaHus nakeToB MOryT OTAIMYaTbCA B 3aBUCUMOCTMN OT
AaucTpubytmea Linux.

Y06kl cnctema yeegomneHuii RuBackup paboTana koppekTHo, HeobXxoamMmMo
HaCTPOWTb OTNPAaBKY 3NEKTPOHHOM noYThl ¢ cepepa RuBackup. Ins otnpaBky aneKTPOHHOM
no4Tbl cepsep RuBackup ucnonbayet ytunuty /usr/bin/mail.

Mpy UCNoONb30BaHUM NTEHTOYHON BUBNNOTEKN C CEPBEPOM PE3EPBHOMO KOMUPOBAHMS,
HaCTPOWKY CM. B pykoBoAcCTBe «PaboTta ¢ NeHTOYHO 61ubnmoTexkoii».

MakeTbl ons OC 6e3 rpadonyeckort 060104KM

Ecnu Bbl yctaHaBnmneaete cepeep RuBackup Ha OC 6e3 rpadgonyeckoin 060no4ku, To,
4TOObI Mcnonb3oBaTb MeHenxep agmmHucTpatopa RuBackup (RBM), yctaHosuTte
cnenylowme nakertbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

MHcTtannsauua mepnacepsepa RuBackup

Lna victannauun megnacepsepa RuBackup cnenyeT BbINONHUTL cCneaytowme
nencTeuns:

1. ABTOpU3YIMTECH MOL NONMb30BaTENEM root:
$ sudo -i
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2. Hactpoiite cnenyrowme nepemMeHHble cpebl Ons nonb3osartens root. Ana storo nobaBbTe
cnenytowune CTpoku B cpann /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=S$LD_LIBRARY_PATH: /opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

OTN NepeMeHHbIE TakXe MOXHO onpeaenvTb B doaine /etc/environment.

3. MNepengute B Katanor /root/, 0N 3TOrO BbINOMHUTE:
cd /root

4. MNepesarpy3nTe NepeMeHHble OKPYXEHUS:

$ . .bashrc
5. YcraHosute naket rubackup-common. Npumep:
$ sudo dpkg -i rubackup-common_2.0.0-1_amd64.deb

6. YctaHosute naket rubackup-client. Npumep:
$ sudo dpkg -i rubackup-client_2.0.0-1_amd64.deb

7. YcraHosute naket rubackup-server. [pumep:
$ sudo dpkg -1 rubackup-server_2.0.0-1_amd64.deb

8. YctaHosute naket rubackup-rbm. Npumep:
$ sudo dpkg -1 rubackup-rbm_2.0.0-1_amd64.deb

Mpu yctaHoske cepeepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTMBMPOBAHHbBIM PEXMMOM 3aLMTHOM NMPOrpamMMHON cpenpl, nocne
ycTaHOBKM nakeTa rubackup-server cnenyer:

1. BbinonHWUTL KOMaHAy:

$ sudo update-initramfs -u -k all

2. Nepe3arpyantb onepaumoHHY CUCTEMY:

$ sudo reboot

YcTtaHOBKa NULLEeH3UN
BHumaHue! Ons paboTbl MeanacepBepa TpebyeTcs oTaenbHas MMLEH3USA.

Cepeep RuBackup cooepxut B cebe TECTOBYIO NMNLIEH3MIO HA BbINONHEHNE
pe3epBHOro KonmpoBaHus obwmm o6 beMom peaepsHbix konuii 1 Th. Mpu nepBom 3anycke
cepsep RuBackup nonyunT nuuUeH3noHHbIA ¢hain oT rnobanbHOro NMLEH3NOHHOIO cepBepa
RuBackup. Ecnu Bbixog B VIHTEPHET C cepBepa HEBO3MOXEH, 06paTUTeECh K CBOEMY
NOCTaBLWKKY C ykasaHvuem hardware ID pns nony4yeHnsa nuUeH3noHHOro dpamna.
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Hardware ID MOXHO y3HaTb Npv NOMOLWM Creayrowen KOMaHab!:
# rubackup_server hwid

RuBackup hardware ID:
5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

daiinbl nMueH3nm TpebyeTtcs nepemmeHoBaThb kak rubackup.lic n pasmecTntb B
/opt/rubackup/etc/rubackup.lic, 3aMeHMB TECTOBYIO NMNLIEH3MIO HA BblOAHHYIO.

HacTtpomnka meanacepsepa

Heobxoa1Mo 4Tobbl OCHOBHO 1 pe3epBHbI CEpBEP MOV BepUdULIMpoBaTh pyr
npyra no hostname. [0ns aToro He06x0AMMO NPON3BECTM COOTBETCTBYHOWME HACTPONKM B
/etc/hosts Ha obownx y3nax.

Heobxoaumo nobasntb IP-anpec pe3epeHoro cepeepa B pg_hba.conf CYB [,
Postgresql, conepxauwyto B rubackup.

[NepBoHavanbHas HacTporka Meanacepsepa RuBackup ocywectsnsercs ¢ NoMoLLbio
NHTEepakTUBHOM yTunuThl rb_init. BoinonHUTe cnenyowme OencTens:

1. 3anyctute rb_init oT UMeHU cynepnonb3oBaTens (C npasamu root).

root@rubackup-media:~# rb_init

RuBackup initialization utility

Copyright 2018-2022: LLC "RUBACKUP"
NcknwuntenbHble npaBa npuHaanexat 000 "PYB3KAM"
Author is Andrey Kuznetsov

Version: 2.0 Build: 4

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

2. npl/IMI/ITe NINLIEH3NOHHOE cornaweHne. [ns aToro HaxmmuTe Knasuuyy.

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

RuBackup command service was added to /etc/services
RuBackup license service was added to /etc/services
RuBackup media service was added to /etc/services

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

3. BuibepuTte cueHapuii KOHUIypupoBaHns Meamacepsepa. Lns 3Toro HaXxmuTe Knaeuily
m.
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Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?m

Media server configuration...

Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. Beeoute afpec cepeepa, Ha KOTopoM pacnonaraetcst 6asa aaHHbix RuBackup, v naponb
(no ymonyaHuio Npu HaxaTum knasuwm Enter B kayecTse agpec cepeepa UCMonb3yeTcs

localhost).
Enter hostname or IP address of PostgreSQL server [ localhost ]: primary-

server
Enter name of RuBackup superuser [ rubackup ]:

5. Ykaxwute nmsa cynepnonb3osatens RuBackup:

BHumaHue! B umeHun cynepnonb3oBaTtens 3anpeLeHo NCnonb3osartb cnenyowme CUMBOIbI:
np06en’ \’ $! #! \! /! ?l *! "y N ;! :! %! A! &! <1 >

Enter name of RuBackup superuser [ rubackup ]: rubackup
Please enter password for "rubackup" database user:

6. Beeaumte naponb ong cynepnonbdosatens RuBackup:
Please enter password for "rubackup" database user:

Enter RuBackup database name [ rubackup ]:

7. BBeamte nms 6asbl gaHHbIX (MO YMOMYaHMIo NPy HaxaTtnm knaevwm Enter B kayectse
nMeHn 6a3bl AaHHbIX UcnonbayeTtcs rubackup):

BHumaHme! B uMeHn cynepnonb3oBaTens 3anpeweHo Ncnonb3osaTb cneayowmne
cumBonbl: npoben, \, $, #, ./, 2, %, ., 5 5H %, N & <, >

Enter RuBackup database name [ rubackup ]:
RuBackup client configuration: client-server mode

Hostname of primary server: primary-server

8. Ykaxute, XoTUTe N1 Bbl CO3AaTb PE3EPBHbI CEPBEP:

Will you use secondary server (y/n)?y
Hostname of secondary server: test

Choose client net interface ID for use:

9. BbibepuTe ceTeBoW UHTEPPENC, MOCPEACTBOM KOTOPOro knneHTy RuBackup pa3peleHo
B3aMMOOEeNCTBOBATb C CUCTEMOI Pe3epPBHOro KONMpoBaHUSA:

Possible interfaces for RuBackup client communication:
lo [0]
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enpsi8 [1]
Choose client net interface ID for use: 1
Selected interface: enpi1s0
Do you allow centralized recovery (y/n)?

10. Ykaxute, MOXHO nu bynet anmmHucTpatopy cuctembl CPK RuBackup BocctaHaBnmeatb
Konuw, caenaHHble 418 JaHHOro KneHTa

Do you allow centralized recovery (y/n)?y

Do you plan to use continuous remote replication to apply remote
replicas on this client (y/n)?

11. Ykaxute, 6yneT 1 ncnonb30BaTbCs HEMPEPbLIBHAS YAaNEHHAS PENMKALMS HA 3TOM
KNMeHTe:

Do you plan to use continuous remote replication to apply remote replicas on
this client (y/n)?y
Enter local backup directory path [/tmp] :/rubackup-tmp

Create RuBackup master key...

12. YkaxuTte, XoTuTe N Bbl CO30aTb KH0YM SﬂeKTpOHHO-LlVIQDDOBOVI noanncu:

Will you use digital signature (y/n)?y
Create new secret key
Create new public key

Mo okoH4aHuM paboTbl rb_init 3anycTuTe KIMEHTCKUIA 1 CEPBEPHDBI CEPBUCHI
pe3epBHOro KonmposaHna. CnegyniTte MHCTPYKUMM U3 pasaena «HacTporika nonb3oBatenen
Ha Megunacepsepe RuBackup».

[No 3aBepLleHnn HACTPOKK Meanacepeepa HeobxoaMMo:
1. ABTOpM30BaTh Meamnacepsep Npv NepPBOM 3anycke B CUCTEME PE3EPBHOr0 KONMMPOBAHNS B
RBM (cM. nogpobHocTtn B «PykoBOACTBE CUCTEMHOIO aaMuHucTpatopa RuBackup).

BHumaHue! Mocne 3anycka meanacepBepa Heo6xo,o4MMO co6OCTU NOPAJOK
aBTOopM3auun! CHayana HyXHoO aBTOpU30BaTb B CUCTEME K/IUEHTA M TONNIbKO NOTOM
mMegnuacepsep. B npotuBHoM cnyyae 6ynet no6aBneHo oBa K/IMeHTa, 4TO NpuBeaeT
K oLLMbKam.

2. Mepesarpy3nTb Meamacepsep:

$ sudo systemctl restart rubackup_server

3. MegnacepBepy HyXHO HasHauiTb XOTS Obl oouH nyn Tuna «dainosas cuctemar» ONs
XpaHeHus pe3epBHbIX KOMWUIA 1 Katanor AN XpaHeHns pe3epBHbIX KOMUM.
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OTn 3a4a41 MOXHO BbINONHWUTL B OKOHHOM MeHenxepe AammHuctpatopa RBM (cm.
«PykoBoacTteo agMuHmnctpaTtopa RuBackup»).

Hactponka nonb3oBartenen Ha Mmeguacepsepe RuBackup

Monb3oBaTenu, OT MMEHW KOTOPbIX OyNeT OCYLECTBNATLCS 3anyCK YTUINT KOMaHHOM
ctpokun RuBackup n okoHHoro MeHeoxepa AommnHuctpartopa (RBM), onXHbI:
. MMETb NPaBUIbHO HACTPOEHHbBIE MEPEMEHHbIE CPEbI,

. BXOAMTb B rpynny rubackup.

Mpynna rubackup 6bina cozgaHa yTmnuToli rb_init B npouecce nepBoHaYanbHow

HaCTPOVKN.
YT106bI HACTPOUTL NONL30BATENS AN BO3MOXHOCTM paboTbl ¢ RuBackup, BbinonHute

crnegnyowune 0encTBus:
1. [lobaBbTe nonb3oBatens B rpynny rubackup npu noMowm KOMaHobi:

$ sudo usermod -a -G rubackup nosb3o0samens

Mocne aTtoro BBeauTe KoMaHnaoy:

$ sg rubackup

2. HacTpoiite ons nonb3oBarens cnepyolme nepemeHHble cpedpl (DobaBbTe cnepytowme
CTPOKM B goarn /home/nonb3oBaress/.bashre):

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. MNepe3zarpyaunTe NnepeMeHHbIe OKPYXEHUS:
$ . .bashrc

3anyck meguacepsepa RuBackup

[ns wratHoi akcnnyaTaummn pekoMeHayeTcs 3anyckaTtb cepeep RuBackup kak
cepsuc. [1ns 3TOro BbINOMHUTE Crieayolmne NeicTBUS:
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1. Lob6aebTe cepsuc knmeHTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. LobasbTe cepsumc cepeepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_server.service

3. Ytobbl cnyxba systemd nepesarpysuna HACTpPONKW, BBEAMTE KOMAaHAy:

$ sudo systemctl daemon-reload
4. 3anyctute cepsmc rubackup_client:

$ sudo systemctl start rubackup_client
5. 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTL cTaTtyc knneHTa RuBackup MOXHO npy NOMOLWM KOMaHab:
$ sudo systemctl status rubackup_client

rubackup_client.service - RuBackup client

Loaded: loaded (/etc/systemd/system/rubackup_client.service; enabled;
vendor preset: enabled)

Active: active (running) since Thu 2023-02-09 13:24:23 MSK; 2 weeks 1
days ago

Main PID: 3038534 (rubackup_client)

Tasks: 3 (limit: 4610)

Memory: 16.5M

CGroup: /system.slice/rubackup_client.service

L-3038534 /opt/rubackup/bin/rubackup_client start

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Check additional
RuBackup modules:

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
'"File system'

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_filesystem -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'File
system' was checked successfully. Module supports archiving

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Try to check module:
"LVM logical volume'

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Execute 0S
command: /opt/rubackup/modules/rb_module_lvm -t 2>&1

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: Module version: 2.0

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: LVM version:
2.03.07(2)

Feb 10 19:54:12 rb-primary rubackup_client[3038534]: ... module 'LVM
logical volume' was checked successfully

YT04HUTL cTatyc cepeepa RuBackup MOXHO npv noMoLuy KoMaHapi:
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$ sudo systemctl status rubackup_server
@ rubackup_server.service - RuBackup server
Loaded: loaded (/etc/systemd/system/rubackup_server.service; enabled; vendor
preset: enabled)
Active: active (running) since Mon 2022-04-18 16:05:18 MSK; 2min 31s ago
Process: 27631 ExecStart=/opt/rubackup/bin/rubackup_server start
(code=exited, status=0/SUCCESS)

Main PID:
Tasks:
Memory:
CGroup:

anp 18 16:05
the database

anp 18 16:05:

connected to

anp 18 16:05:

connected to

anp 18 16:05:

8 threads

anp 18 16:05:

27635 (rubackup_server)
29 (limit: 4628)
7.3M

4 'RuBackup

/system.slice/rubackup_server.service
L-27635 /opt/rubackup/bin/rubackup_server start

:19 ubuntu rubackup_server[27635]:

rubackup@l>

19 ubuntu rubackup_server[27635]:

the database>

19 ubuntu rubackup_server[27635]:

the database ruba>

19 ubuntu rubackup_server[27635]:

19 ubuntu rubackup_server[27635]:

to RuBackup server: 12>

anp 18 16:05:

20 ubuntu rubackup_server[27635]:

alive RuBackup server g>

anp 18 16:05:

24 ubuntu rubackup_server[27635]:

tasks loop connected to t>

anp 18 16:05:

connected to

anp 18 16:06:

the database

anp 18 16:06:

the database

24 ubuntu rubackup_server[27635]:

the databa>

00 ubuntu rubackup_server[27635]:

rubackup@l>

00 ubuntu rubackup_server[27635]:

rubackup@l>

lines 1-20/20 (END)

RuBackup monitoring connected to
RuBackup media_server_TLQ_ loop
RuBackup Media Net Server

RuBackup Media Net Server will use
Media server heartbeat: Connected
Media server ubuntu has added to
RuBackup Media Server internal
RuBackup media server cloud loop
RuBackup db_service connected to

RuBackup db_watcher connected to

BHumaHue! Ecnu y Bac Bo3HUKaeT npobnema 3anycka cepsuca cepeepa
RuBackup, n cnyxe6Hasi 6a3a naHHbix RuBackup B PostgreSQL yctaHoBneHa Ha
oTAenbHOM cepBepe (Hanpumep, Npu ob6asneHnMn B KOHUrypaumo pe3epBHOro
Wnu meguacepsepa), BbiNoJHUTE cneayloume 0eMcTBUA:

1. Ypoanute 3aBucumocTu postgresql.service B napamertpax Requires u After B pasgene
Unit B lOHUT-paine:

/opt/rubackup/etc/systemd/system/rubackup_server.service

2. lNepeszarpy3uTte systemctl:
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$ sudo systemctl daemon-reload

3anyck meguacepBsepa B TepMUHaNIbHOM peXume

B TOoM cnyyae, ecnu nnanmpyetcsa TectmposaHne RuBackup, pekomeHayetcs
3anyckartb cepsep RuBackup B TepMrHanbHOM pexxmme ¢ NOMOLLbI KOMaHA4b!:

# rubackup_server start

OcrtaHosuTb cepBep RuBackup MOXHO ¢ NOMOLLbIO KOMaHAbI:
# rubackup_server stop

HacTpomnka xpaHunuuia pe3epBHbIX KONMUWA

B npouecce HacTporikn Mmeguacepsepa npu noMowm ytunmTel rb_init He
HasHa4aeTcs KaTanor xpaHeHus pesepsHbIx konui ans nyna Default, nostomy B
XypHanbHOM dparne /opt/rubackup/log/RuBackup.log NOSABUTCA 3annUCb O TOM, YTO B MNyne
Default HET HN OOHOW CParNoBOV CUCTEMBI ANSA XPaAHEHUS PE3EPBHbLIX KOMWIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoanmo HasHaumTb onsa nyna Default xots 6bl 0avH katanor ons xpaHeHus
pe3epBHbIX KOMUIA.ITO MOXHO caenatb npwv NoMoLM YTUINTLI KOMaHOHOW CTPOKMK NN
MeHnenxepa aaomuHuctpatopa RuBackup (RBM):

1. Hactporka xpaHunmwa ¢ nomoubto rb_local_filesystem

Monb3oBaTenu, 0T UMEHW KOTOPbIX OyOET OCYLWECTBAATLCS 3anyCK YTUAUT KOMaHLHOM
cTpokm RuBackup, fLonXHbl BxoAWTb B rpynny rubackup. Ytobbl nobaButs nonb3oBateneii B
rpynny, BHeCUTe U3MeHeHns B doarmn /etc/group.

Y106bl HA3HAYNTb TOKANbHbBIM KaTanor B KA4eCTBE XPaHUIMLA PE3EPBHbIX KOMWA,
cnenyert BbIMOMHUTL KOMaHAy:

$ rb_local_filesystems -a /rubackupl -p 1
B aTOM NpuMepe B ka4ecTBe xpaHunmua nobasnsertcs katanor /rubackupl.
2. Hactpoiika xpaHunuwa c nomoubto rb_local_filesystem

BHumaHue! HacTtponka xpaHunuuia ¢ nomowwibio RBM nponssoaurcs, ecnu
XpaHUULLa He HaCcTpoeHbl yTunuTon rb_init B npouecce nepBoHa4yanibHOW
HaCTPOMKM.

Mopanok HAaCTPOWKM XpaHWUAMLLA U3NOXEH B AOKYMEHTE «PyKOBOACTBO CUCTEMHOIO
agmuHuctpartopa RuBackup».
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YcTtaHoOBKa KIMeHTa

MoprortoBka K yctaHOBKe K/IMeHTa

MNepen yctaHoBkow knneHTa RuBackup He06x0AMMO NPOBECTN HACTPOIAKY,
OMMCaHHy'o B 9TOM pasgnerne

BHumaHue! MNepepn ycTaHOBKOW y6enuTech, UTO CeTeBOE MMS y3na OTiMYyaeTcs
ot «localhost».

Maketbl pns OC 6e3 rpacdouueckon 060n104KMu

Ecnu Bbl yctaHaBnmBaete knneHT RuBackup Ha OC 6e3 rpagonyeckoi 060/104Ku, TO
NS BO3MOXHOCTW Ucnonb3osatb MeHenxep anmuHuctparopa RuBackup (RBM)
HeobXx0AMMO YCTaHOBUTb Creaytowme nakeTbi:

$ sudo apt install libgli-mesa-dev

$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

$ sudo apt install libqt5gui5s

B 3aBucmmocTm ot ncnonbayemoii OC, KpoMe yKasaHHbIX Bbille BaM MOTyT
noTpeboBaTbCs AONONHUTENBHbIE NaKeTbl. Mpu HeobxoaMMocTH, obpaTuTeck B Cnyx0by
TexHu4eckon noanepxkn RuBackup no agpecy anekTpoHHOR no4Thl support@rubackup.ru.

UHcTtannsauua knueHta RuBackup
Lns YCTAHOBKW KJTMEHTA RuBackup cnenyert BblMOIHATL clieayune nencreuns:

1 ABTOpPM3YNTECH NOL NONb30BATENEM rOOt:
$ sudo -i

2 Hactpoitte cnemytowme nepemMeHHble cpenbl ONs Monb3oBaTens root. [Jns  3Toro
nobasbTe cnenyrowme CTPoKn B doaiin /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

OTN NepeMEeHHbIE Tak>Xe MOXHO onpeaenuntb B doaine /etc/environment.

3 [lepengute B kKatanor /root/, Ons 3TOrO BbINOHUTE:
cd /root

4 TMepesarpysnTe NepeMeHHbIe OKPYXEHNS:
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# . .bashrc

5 YcraHosute naket rubackup-common. lNpumep:
$ sudo dpkg -i rubackup-common_2.0.0-1_amd64.deb

6 YcraHosute naket rubackup-client. [Npumep:
$ sudo dpkg -1 rubackup-client_2.0.0-1_amd64.deb

NmMs cpaitna naketa MOXET OTM4aTbCs B 3aBUCMMOCTH OT COOPKN.

Mpwn yctaHoske knneHTa RuBackup B OC Astra Linux Special Edition 1.6 nnn
1.7 C aKTMBMPOBAHHBLIM PEXMMOM 3aLLMTHOW NPOrpaMMHON cpedbl, nocne
ycTaHoBku naketa rubackup-client cnegyer:
1. JobaButb B haiin /etc/digsig/digsig_initramfs.conf cTpoKu:
DIGSIG_ENFORCE=1
DIGSIG_LOAD_KEYS=1

2. BbinonHuTb KOMaHay:
$ sudo update-initramfs -u -k all

3. NMepesarpyanTb onepaumoHHYO CUCTEMY:
$ sudo reboot

Hactpouka knueHTa RuBackup

BHumaHue! Ons Bcex cepeepoB RuBackup ponxHO 6bITb HACTPOEHO
KOppeKTHoe pa3pelueHne nmeH. Ecnu knneHt RuBackup He cMoXeT onpenennTtb
IP-appec no umeHu cepsepa, TO OH NpeKpaTuT csor paboty. Ucnonbaynrte
KoppekTHble HacTponkn DNS vmnu chamna /etc/hosts.

MNepBoHavanbHas HacTporka knneHTa RuBackup ocylecTtsnseTcs ¢ noMoLbio
NHTEpPakTUBHOM yTunuThl rb_init. [N HaCTPOKK BbINONHWUTE Cnepyowme OENCTBUS:

1. 3anyctute rb_init (OT nonb3oBartens root).

# rb_init
root@rb-client0@1:~# rb_init
RuBackup initialization utility
Copyright 2018-2022: LLC "RUBACKUP"
NcknwunTenbHble npaBa npuHaanexat 000 "PYB3KAM"
Author is Andrey Kuznetsov
Version: 2.0 Build: 0

2. MpyMnTE NMULEH3MOHHOE cornalleHne. [Ins aToro HaxXmMuTe Knasuuy y.

70



4 'RuBackup

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])y

RuBackup client configuration...

Choose client mode: client-server or autonomous (c/a)?

3. BoibepuTe cLeHapuii KOHUIypUpPOBaHWS KIIMEHTA: KNNEHT-CEPBEP MW aBTOHOMHbIA. [ns
BblOOpa CBSI3KM KIIMEHT-CEPBEP BBEAMUTE C.

Choose client mode: client-server or autonomous (c/a)?c
RuBackupc client configuration: client-server mode

4. YkaxuTte agpec ocHoBHoro (primary) cepsepa CPK:
Hostname of primary server: rb-primary

5. Ecnu B KOHGoUrypaumm noapasymMeBaeTcsl pe3epBHblii (secondary) cepeep, To Bbibepute
9TY BO3BMO>XXHOCTb:
Will you use secondary server (y/n)?

6. YkaxunTte nmsi pe3epBHOro cepsepa:
Hostname of secondary server: rb-secondary

7. Ykaxwure ID ceTteBoro nHtepgeiica, nocpeacrTsomM kotoporo knmeHty RuBackup
paspeLLeHo B3aMOOENCTBOBATL C CUCTEMOM PEe3epPBHOIro KONMpPOBaHUSA:
Possible interfaces for RuBackup client communication:

lo [0]
enpl8 [1]

Choose client net interface ID for use: 1
Selected interface: enpi8

Do you allow centralized recovery (y/n)?

8. Ykaxute, MOXHO nu 6ynet agmuHnctpatopy cuctembl CPK RuBackup BocctaHaBnueatb
Koruw, caenaHHble 4519 OaHHOro KNneHTa:

Do you allow centralized recovery (y/n)? y

Do you plan to use continuous remote replication to apply remote replicas on
this client (y/n)?

9. YkaxwuTte, 6yaeT N1 Ncnonb3oBaTbCs HENPEPbIBHAS yOaneHHas penMkaums Ha aToM
KNUEHTE:
Do you plan to use continuous remote replication to apply remote replicas on
this client (y/n)?y

10. YkaxuTe nokasnbHbIV Katanor ons BPEMEHHOro XpaHeHus ¢oannos
C MeTafaHHbIMK1, CO34aBaeMbIX MpU onepaunsx pe3epBHOro KONMpPoBaHUA:
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Enter local backup directory path [/tmp] : /rubackup-tmp
Would you like to create /rubackup-tmp (y/n)?

11. MNonTtBepante co3naHve karanora Afs BpeMeHHbIX ¢painos:

Would you like to create /rubackup-tmp (y/n)?y
Create RuBackup master key...

12. YKaxute xotute nu Bbl co3nartb KK4YM 3N1IEKTPOHHO Ll,l/lepOBOVI nognmcu.
Will you use digital signature (y/n)?y
Create new secret key
Create new public key

13. Ykaxute BO3MOXHOCTb MOAKMOYEHNSI CUCTEMBI MOHUTOPUHIa:
Do you want to enable system monitoring of this client (y/n)?y

MpumeyaHue: NOPADOK YCTAaHOBKU aBTOHOMHOIO pexuma paboTbl KnueHTa
npuBeneH B JOKYyMeHTe «ABTOHOMHbIN peXxum pabotbl knueHta Rubackup».

Mo okoHYaHuM paboTbl rb_init knneHT ByoeT ckoHdMrypuposaH. lMocne atoro
Heobxoammo fobaBnTb Nonb3oBaTens B rpynny rubackup n 3anyctnTtb KIMEHTCKUIA NpoLece
(cM. pazpenbl «HacTpoiika nonb3osateneri Ha knmeHTe RuBackup» n «3anyck knueHTa
RuBackup»).

Takxe HeobxoamMmo aBTopun3oBaTb knneHta B CPK. 9To MoXeT caenatb CUCTEMHBIN
anmnHuctpartop RuBackup npu nomowm MeHenxepa agmuHuctpaTtopa RuBackup (RBM)
nmbo yTUNUT KOMaHOHOM CTPOKW. [NpoLecc aBTopr3aumnn KnMeHTa onvcaH B OKYMEHTE
«PykoBoacTBO cUCTEMHOro agMmHucTpartopa RuBackup».

Hactpouka nonb3oBatenen Ha knueHte RuBackup

Monb3oBaTenu, OT MMEHW KOTOPbIX OyNeT OCYLECTBNATLCS 3anyCK YTUIANT KOMaHIHOM
ctpokn RuBackup n Menenxepa knnenta RuBackup (RBC), onXHbl METb NpaBuibHO
HaCTPOEHHbIE MEPEMEHHbIE CPebl.

["pynna rubackup cosnaértcsa ytunuton rb_init B npouecce nepeoHaYanbHOn
HaCTPOWKWN.

YT106bI HACTPOUTL NONL30BATENS AN BO3MOXHOCTM paboTbl ¢ RuBackup, BbinonHute
cnegnylowne 0encTBus:

1. JlobaBbTe nonb3oBatens B rpynny rubackup npv NoMoLum KOMaHAapl:

$ sudo usermod -a -G rubackup nosb30samens
Mocne atoro BBeanTe KoMaHay sg rubackup.

2. Hactpoiite ons nonb3oBaTens cnegytowme nepemMeHHble cpedbl. [ns atoro nobasbTte
cnepnyouwue CTpoku B dpanrn /home/nosnb308amesns/ .bashrc:
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PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_ PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. Mepe3arpyaunTe nepemMeHHble OKPYXEHUS:
$ . .bashrc

BaxHo! T.K. KOMaHOa ucnonb3yercs ANs KOHKpeTHoro cphawnna, eé
Heo6X0AMMO BbINOMNHATbL U3 OUPEKTOPUM, FOe pacnonoXxeH 3Tot chann, nmbo
yKasaTb NofiHbIX NyTb 00 coanna.

4. HactpoeHHbIn Takum 00pa3oM Monb3oBaTeflb CMOXET 3arnyckaTb YTUIWTbl KOMaHOHOM
CTPOKW 1 rpadonyeckunin MeHeoxep knneHta RuBackup.
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3anyck knmeHTta RuBackup

B TOM cnyyae, ecnu nnanmpyetcsa TectmposaHne RuBackup, pekomeHayetcs
3anyckaTtb knmeHT RuBackup B TEPMUHANBHOM PEXMME C MOMOLLbIO KOMaHbl:
# rubackup_client start

OcTaHOoBUTb KIMEHT RuBackup MO>XHO C NOMOLbKO KOMaHObI:
# rubackup_client stop

[nsa wraTHoW sKcnnyaraumm pekoMmeHayeTcs 3anyckartb knmeHT RuBackup kak
cepsuc. [1ns aToro BbINONHUTE cneayrowmne ENCTBUS:
1. Bkntounte cepsuc knneHta RuBackup:
$ sudo systemctl enable \
Jopt/rubackup/etc/systemd/system/rubackup_client.service

2. MNepesarpyaute systemctl:
$ sudo systemctl daemon-reload
3. 3anyctute cepBuc rubackup_client:

$ sudo systemctl start rubackup_client

YTO4HUTL cTaTtyc knneHTa RuBackup MOXHO npy NOMOLWM KOMaHAb!:
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Loaded: loaded (/etc/systemd/system/rubackup_client.service; enabled; vendor

preset: enabled)

Active: active (running) since Fri 2022-04-15 09:45:34 MSK; 3 days ago
Process: 3234 ExecStart=/opt/rubackup/bin/rubackup_client start (code=exited,

status=0/SUCCESS)
Main PID: 3237 (rubackup_client)
Tasks: 2 (limit: 4628)
Memory: 173.9M

CGroup: /system.slice/rubackup_client.service
L-3237 /opt/rubackup/bin/rubackup_client start

anp 15 12:49:12 ubuntu rubackup_client[3237]:

/rubackup-tmp/ubuntu_TaskID >

anp 15 12:49:12 ubuntu rubackup_client[3237]:

Jusr/bin/openssl dgst -sign /opt/ruba>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

/rubackup-tmp/ubuntu_TaskID_>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

successfully for task >

anp 15 12:49:12 ubuntu rubackup_client[3237]:

tmp/ubuntu_TaskID_1 NORu>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

tmp/ubuntu_TaskID_1_NORu>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

/rubackup-tmp/ubuntu_Tas>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

/rubackup-tmp/ubuntu_Tas>

anp 15 12:49:12 ubuntu rubackup_client[3237]:

Transmission to: Done

anp 15 12:49:12 ubuntu rubackup_client[3237]:

Create digital signature for
Execute 0S command:

Create digital signature for
Digital signatures were transfered
Remove obsoleted file: /rubackup-
Remove obsoleted file: /rubackup-
Remove obsoleted signature file:
Remove obsoleted signature file:
Set status for task ID: 1 from:

Task was done. ID: 1

75



4 'RuBackup

JononHutenbHble HACTPOWKMU

YcraHoBka RBM Ha ynaneHHOM xocTe

CPK Rubackup npegocTtaBnsieT BO3MOXHOCTb YCTAaHOBKM OKOHHOro MeHepxepa
AnmuHnctpatopa RuBackup (RBM) Ha yonaneHHOM xocTe.

Monb3oBaTenu, 0T UMEHM KOTOPbIX ByAeT OCYLECTBNATLCS 3anyCK OKOHHOIO
MeHenxepa AomnHuctpatopa (RBM) Ha yonaneHHOM XocTe, fOMXHbl BXOAWUTb B rpynny
rubackup.

MoprortoBka K ycraHOBKe
1) Moarotoska cepsepa Rubackup
Lns nogrotoBku cepeepa Rubackup Heobxoanmo HacTpouTb doarin

«/etc/postgresql/12/main/pg_hba.conf» 1 B cTpoke ¢ IPv4 nponucatb agpec xocta, Ha
KOTOpOM By et ycTaHoBNEH yaanéHHblin RBM:

TYPE DATABASE ADDRESS METHOD

"local" is for Unix domain socket connections only
1 all L md5
# IPv4 local connection

L1 JF md5
ections from localhost, by a user with the

MpuMeyaHne - TlyTb HaACTpoOWkM pavna MOXET OTIMYaTbCqd B 3aBMCUMOCTU OT BepCUn
postgresql.

2) MoparotoBka yana, ¢ KOToporo byaeT BoinonHATLCS Bxoa B RBM
[ns noaroToBkM y3na HeOH6X0AMMO BbINONHWUTL Cneaytowme NeicTBns:
1. CkavarTe naket gparieepos
$ sudo apt install 1libqt5sql5-psql

2. HactponTte oainbl «/root/.bashrc» n «/home/<user_name>/.bashrc»
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PATH=SPATH: /opt/rub:
LD_LIBRARY_PATH=SLD_

export PATH
export LD_LIE RL
-- BCTABKA --

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

3. BbinonHute komaHgy
$ . .bashrc

4. Ecnn OC 6e3 rpadmyeckoit 060n10o4Kn, ycTaHOBUTE crieaytollme nakeTbi:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

5. YcraHoBute naketbl rubackup-common v rubackup-rom. Mpumep:

$ sudo dpkg -i rubackup-common_2.0.0-1_amd64.deb
$ sudo dpkg -1 rubackup-rbm_2.0.0-1_amd64.deb

Mpwn yctaHoBKe nakeT rubackup-rbm MoXeT NoNpocuTb YCTaHOBUTL AOMNONHUTENbHbIE
3aBMICUMMOCTM - 3TO HE0HX0AMMO cenatb A1 KOPPEKTHON paboTbl MPUNOXEHNS.

Mocne coBepLeHns aTnx aectenin RBM 6ynet rotos kK 3anycky.
Insa sanycka MeHepoxepa AomuHuctparopa RuBackup ncnonb3syiite komaHay:

$ rbm&
unm

opt/rubackup/bin/rbm

Mocne aToro BBEAUTE B OTKPLIBLLEECS OKHO «AyTeHTUMKaLMS» HaMMEHOBaHME
cepeepa Rubackup, ums nonb3osatens n naponb (PucyHok 1).

[NpuMeyaHue: Npu HacTporke MHOrononb3oBaTenbckoro pexmma RuBackup 8 RBM
BO3MOXHO 3a1MTK NOA, ONpenenéHHON Ponblo: Cynepronb3oBaTenb, cyrnepsansep,
COMPOBOXAAMOWNIA NN aOMUHUCTPATOP.
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RuBackup manager (1a node150)

RuBackup Manager

Wwms cepsepa
nodel0

VMg nons3osatens

rubackup

MNapons

PucyHok 1

78



4 'RuBackup

YnaneHue knneHta RuBackup

Yt06bl yoanutb knmeHT RuBackup, BbINONHWTE cnepyowme OencTBuS:
1. OctaHoBuTe cepsuc rubackup-client:
$ sudo systemctl disable rubackup_client
$ sudo systemctl daemon-reload
2. Ynanute knneHT RuBackup
Linux deb naker:

$ sudo apt remove rubackup-client

Linux rpm naker:
$ sudo rpm -e rubackup-client
Ecnn Heobxoammo yoanute knneHT RuBackup u3 koHdurypauum CPK, ato Mmoxet

coenatb cucTteMHbI agmmHucTparop RuBackup npu nomowm MeHenxepa agMmHucTparopa
RuBackup.

Mocne ynanenns knneHta RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ aKTMBMPOBAHHbLIM PEXMMOM 3aLLUTHOW NPOrpamMMHON cpeapl:

1. BbInonHWTe KoMaHay:

$ sudo update-initramfs -u -k all
2. Nepe3arpyauTte onepaumoHHyo CUCTEMY:

$ sudo reboot

YnaneHue cepBepa RuBackup

Y06kl yoanute cepeep RuBackup, BeinonHWTe cnenyrowme AeicTBrs:
1. OcraHoBuTe cepsuc rubackup-server:

$ sudo systemctl disable rubackup_server
$ sudo systemctl daemon-reload

2. Ecnu cepsuc 6bin 3anyLieH He Yepea systemctl, a Bpy4Hyto, BbINONHWTE CNeaytoLyto
KoMaHmy:

$ rubackup-server stop

3. Ynanute cepsep RuBackup.
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Ina ynaneHus Linux deb naketa komaHga:
$ sudo apt remove rubackup-server

Insa ynaneHus Linux rpm naketa komaHaa:
$ sudo rpm -e rubackup-server

Mpwn HeobxoammocTn yaanute Mmeauacepsep RuBackup us koHdpurypaumm CPK
MOXHO npw nomowmn MeHenxepa agmmHucTtparopa RuBackup (RBM).

80



4 'RuBackup

MacTep-kniou

B xone HacTpoiikn ByneT co3naH MacTep-kioy Ang 3awmntHoro npeobpasoBaHms
PE3ePBHbIX KOMWIA 1 KNOYM ANt 3NEKTPOHHOK NoanuncK, ecnv npeanonaraeTcs MCnonb3oBaTth
3MEKTPOHHYHO NOAMNKCh.

BHumaHue! lNpu notepe knroya Bbl He CMOXeETe BOCCTaHOBUTb AaHHble U3
pe3epBHOM KONUMK, ecnu nocnenHss 6bina npeobpa3oBaHa C MOMOLLLIO 3ALLUTHbIX
anropuTMoB.

BaxHo! Kniouu pekoMmeHAayeTcs Nnocne co3naHUsa CKONupoBaTb Ha BHELLUHUW
HOCUTEJ1b, a TaKXe pacnedyarartb 6yma)|(|-|y|o KONMuio " y6paTb €é B HageXHoe MecCTo.

MacTep-knto4 pekoMeHayeTcs pacredaratb Npu noMowm yTunmtel hexdump, Tak Kak
OHa MOXET coaepxaTtb HeoTobpaxaeMble Ha aKpaHe cUMBOIb. Hanpumep:

$ hexdump/opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020

BaxHo! CekpeTHbi KoY He06X0,AMMO XpaHUTb B MecTe, [OCTYNMHOM TONbKO
TeM, KTO A0/XeH UMeTb BO3MOXHOCTb Npou3BecTn obpartHoe npeobpa3soBaHue
c¢panna. MNMoTteps knoya paenaetT HEBO3MOXHbIM 0bpaTHoe nNpeobpa3oBaHue hanna.
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HeuHTepakTUBHbIN peXum paboTbl

HeunHTepakTUBHbI pexuM paboTbl HE06X0AMM AN BbINOMHEHWS CLIeHaPUEB
MaccOBOr0 pa3BepTbiBaHNSA, HANPUMep, NPy ncrnonb3osaHun Ansible — nporpamMmHoro
PELeHNs 4N yAaneHHOro ynpasneHns KOHGUrypaumsiMm CepBepOB.

AIOMUHMCTPATOP MMEET BO3MOXHOCTb KOHdourypuposatb CPK RuBackup B
bash/shell ogHOCTPO4YHON KOMaHAOW W, Kak CneacTeue, NCMob3oBaTb 3Ty KOMaHay B
cKpunTtax ons asromarmaauum npowecca.

HacTtpoitka CPK RuBackup ocyliecTBnseTcs C NOMOLWbIO NHTEPAKTUBHON YTUNUTI
rb_init (HenHTepakTUBHbIN peXxumM). OnucaHve yTMnnTbl NPUBEAEHO B JOKYMEHTE
«YTUNUTBI KOMaHOHOW CTPOKM».
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YctaHoBka o6HoBneHun RuBackup

NMopororoBka K 06HOBNEHUIO

MNepen obHoBneHem CPK RuBackup cosparite ntobbiM ya0bHbIM CNOCOO0M pe3epBHYo
KOMuio TekyLwein kKoHdpurypaumm CPK, 4tobbl MMETb BO3MOXHOCTb BOCCTaHOBUTL Crctemy
NPV BO3HMKHOBEHWUM OWMO0K. OAnH N3 BO3MOXHbIX CLIEHAapUEB — NPOU3BECTU PE3EPBHOE
KonuposaHue aupektopun /opt/rubackup/etc Ha Bcex komnoHeHTax CPK n coenatb
pe3epBHyt0 konuto 6a3bl AaHHbIX rubackup. Ons atoro Ha yane cepeepa PostgreSQL,
cooepxatero cny>xebHyto 6asy AaHHbIX, BbINOMHUTE:

$ pg_dump -U rubackup rubackup > rubackup_database_dump.sql

YT06bI COXPaHNTL HACTPOVKN MOOYNEN, CO34alTe PE3EPBHYO KOMMIO KOHAPUIYPaLMOHHbIX
(oavnos Ha BCeX MawWwmnHax, Ha KOTopbIx yctaHosneHbl komnoHeHTbl CPK RuBackup:

$ sudo tar cvfz RuBackupConfig.tar.gz fopt/rubackup/etc/

O6HoBNeHune

Yr06bl 06HOBMTL RuBackup, BbinonHuTe cnepytowme OeACTBIS:
1. OcTaHOBUWTE BCE KNNMEHTCKME 1 CEPBEPHbIE NMPOLIECCHI HA BCEX Y3/1aX C NMOMOLLbIO KOMaHA:

a) Ha knneHTcKmnx yanax ¢ noMoLblo KOMaHabl:

$ sudo systemctl stop rubackup_client.service

6) Ha 0CHOBHOM K pe3epBHOM CepBepax, a Takxe Ha Meanacepsepe C NomMowbo KoMaHa:

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

B) 3akponTe okHo RBM Ha APM agmunHucTpatopa CPK nnmn nHom yane, ncnonb3yowemcs
ons 3anycka rpadpuyeckoro MeHenxepa agmmHuctparopa RuBackup (RBM).

2. Ckavalite cBexyto cbopKy ¢ odomumanbHoro canta www.rubackup.ru.

3. Pacnakyiite cnegytowme nakeTbl HA COOTBETCTBYIOWMX Y3nax, HanpuMmep, ¢ MOMOLLbIO
KOMaHObl $ unzip ¢ain_apxusa.zip:

- rubackup-common, rubackup-client n Mogynu Ha knveHTe;
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- rubackup-common, rubackup-client, rubackup-server Ha cepaepax;
- rubackup-common u rubackup-rbom Ha APM agmnHucTpartopa.

4. YcTaHoBUTE pacnakoBaHHbIE NakeTbl C MOMOLLbIO KOMAHL B 32BMCUMOCTM OT TUNa
MCNoNb3yeMOro NakeTHOro MeHeaxepa B Bawem aomuctpunbytnee Linux, Hanpyuvep, Ans
NakeTHOro MeHenxepa, onepupyouiero deb-naketamu:

$ sudo dpkg
$ sudo dpkg
$ sudo dpkg
$ sudo dpkg

i rubackup-common_2.0.0-1_amd64.deb
i rubackup-client_2.0.0-1_amd64.deb
i rubackup-server_2.0.0-1_amd64.deb
i rubackup-rbm_2.0.0-1_amd64.deb

MNpumep nakeTta momyns:
$ sudo dpkg -1 rubackup-postgresql_2.0.0-1_amd64.deb
5. Ha ocHoBHOM cepBepe RuBackup Bbi3osuTe ytnnuty rb_update ogHMM 13 nByx cnocobos:
» [lpm BbI30BE rb_init (Bynet co3aaH HOBbIN KOHPUIYPALMOHHBIA dhaiin);

1) ns Bbibopa 06HOBNEHUS CylwecTBytowwel 6a3bl AaHHbIX NOCNe BBOAA MMEHU
nonb3oBatens 1 HaseaHusi 6asbl AaHHbIX Bblbepute AeNCTBUS C 6a30i AaHHbIX,
T.K. OHa yXe cyuecTByeT. Boibepute u (upgrade).

You've specified already existing database. Do you want to upgrade(u), drop(d) or
keep(k) existing database (u/d/k)?u

2) Bblbepute BapuaHT OeCTBUIA C AaHHbIMK 6a3bl AaHHbIX. BO3MOXHO co3natb
PEe3epBHYIO KOMUIO AaHHbIX, 4TOObI BOCCTAHOBUTbL €€ npu HeobxoammocTtu. [ns
3TOro B lIare 3anpoca Ha co3faHve pe3epBHON KOnuu AaHHbIX CYLECTBYOLWEN
6a3bl JaHHbIX HY>XHO BbIbepuTe y(yes).

Do you want to dump the database ‘rubackup' (pg_dump method) (y/n/q)? vy

3) BblbepuTte chopmat pesepsHoit konuu. [LocTynHbl ABa doopmara: plain
(TekcToBbIV Sql-ckpunT), custom (custom-apxmB, BOCCTAHOBMIEHWE BbINOMHAETCS C
nomoLbio pg_restore). PesepBHas konus B goopmarte custom 3aHUMaeT MeHbLIE
MecTa Ha gucke, No cpaBHEHMIO ¢ doopMatom plain. Takxe ons cpopmarta custom
LOCTyneH Bblbop cteneHn cxatus (0-9) - 4em Bbile CTEMNEHb CXaTns, TEM MEHbLUE
custom-apxvB 3aHMMaeT MecTa Ha AUCKe 1 TeM OOfblie BbIMONHAETCS npoueaypa
pe3epBHOro KoNMpoBaHus 6asbl AaHHbIX.

Enter format for dump file (c[custom], p[plain]) (c/p) [ c ]
Enter compression level (0-9) for dump file[ 1 ]:
Enter path for dump file [ /root I:

4) Bblbepute nyTb 4519 COXPAHEHNS PE3EPBHON KOMWM - MO YMONYaHMWIO 3TO
LOMPEKTOpUS, 0TKya bbina Bbi3BaHa yTunmTa.

Enter path for dump file [ /root I
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5) Mocne BbINONHEHUS BCEX AECTBUIA HAYHETCS OOHOBNEHNE H6asbl JaHHbIX.

Mpy He06Xx0OMMOCTM BOCCTAHOBUTL 6a3y AaHHbIX M3 CO34aHHO Pe3ePBHON KoMK
cM. pasgen «BocctaHoBneHne 6a3bl JaHHbIX>.

* Hanpsimyto ¢ nomolLbto komaHabl (B 3ToM cnyvae byaet Tonbko 0BHOBNEHA CTPYKTYpa
cnyxebHoii 6a3bl AaHHbIX):

$ rb_update -H <hostname> -P <port> -D <database_name> -U <user_name>
-r <rubackup_superuser_password> -p <postgres_superuser_password> -I
<path_to_new_sql_scripts> -R -0 -

B naHHOI KOMaHOE yKaxute 3Ha4eHns NapameTpoB:

<hostname> - nmst xocta 6a3bl AaHHbIX

<port> - Homep nopTa 6a3bl faHHbIX

<database name> - nms obHoBNsieMol 6a3bl AaHHbIX

<user_name> - UMs Nonb3oBatens 6asbl JaHHbIX
<rubackup_superuser_password> — naposb 0T cynepnonb3osartens rubackup
<postgres_superuser_password> - napornb 0T Cyneprnonb3osatens postgres
<path_to_new_sql_scripts> - nyTb Kk kaTanory ¢ HoBbIMU SQl-CKpUNTamm.

-R - npuHyouTensHoe obHoBNEHME CylwecTBytowWwel 6a3bl AaHHbIX (HNYEro MEHATb
He HY>XHO)

-O - - BbIBOA NpoLiecca 06HOBNEHMS B CTAHAAPTHbIA NMOTOK TEPMMHANA (HUYero
MEHSITb HE HY>KHO)

6. Ha knueHTCKMX y3nax npuseante KOHUrypaumMoHHble doaisibl COOTBETCTBYIOWMX MOLYNEN
B COCTOSIHME A0 OOHOBNEHMS NAKeToB. VicxoaHas KOHGUrypaums Mooynei HaxoauTCs B
coxpaHeHHoM paHee apxmee RuBackupConfig.tar.gz.

- [1ns BOCCTAHOBNEHNS pasapxXmBUPyMTE apxme KOMaHL4OM:
$ tar xvzf RuBackupConfig.tar.gz

- Janee 3ameHuTe harn KoHpUrypaumm yctaHosneHHoro moayns file.conf B nanke
opt/rubackup/etc, HanpmMep, KOMaHLOM:

$ mv file.conf opt/rubackup/etc, roe file.conf — cpain KkoHpUrypaumm mooyns
7. Ha Bcex y3nax, Ha KOTOpbIX OblN0 yCTaHOBIEHO 0OHOBNEHWNE, BbINONHWTE KOMaHY:

$ sudo systemctl daemon-reload

8. 33.I'IyCTVITe BCE K/IMEHTCKMNE N CepBepHble NMpoLuecChbl C NOMOLbIO KOMaHA:

a) Ha knneHTckmx y3nax C NoMOLLbO KOMaHbl:
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$ sudo systemctl start rubackup_client.service
6) Ha ocHoBHOM 1 [pe3epBHOM CepBepax, a Takxe Megmnmacepsepe C NOMOLLbIO KOMaHA:

$ sudo systemctl start rubackup_client.service
$ sudo systemctl start rubackup_server.service

9. Y6eawntech, 4yto CPK RuBackup o6HoBUNacb KOppeKTHO:

1) lNpoeepbTe, 3anyckaetcs nu RBM Ha APM aamuHmctpatopa CPK nnm nHom yane,
ncnonbayowemcs ans anycka Mexnenxepa agmuHuctpatopa RuBackup, ¢ nomoubio
KOMaHapbl:
$ rbm&

2) YpoctoBepbTeCh, HTO BCE K/IMEHTbI M CEPBEPbLI HAXOOATCS B CTATyCE OHNAH:

a) Ha KnmeHTCKMx y3nax ¢ MoMOLLbio KOMaHdbl:
$ sudo systemctl status rubackup_client.service

6) Ha oCHOBHbIX 1 pe3epBHbIX CepBepax, a TakXXe Ha Meamacepsepax ¢
MOMOLLbIO KOMaHA;

$ sudo systemctl status rubackup_client
$ sudo systemctl status rubackup_server

3) lMpoBepbTe coxpaHHOCTb pe3epBHbIX konuii B RBM, B pasnene «Penoautopwii», nnbo
yepes TEPMUHAI C MOMOLLbIO KOMaHbI:

$ rb_repository -1

MpoBepbTe COXPaHHOCTb NPaBun rnobanbHOro pacnucaHus:

$ rb_global_schedule -1
N COXPaHHOCTb CTpaTerui:

$ rb_strategies -1

MNMocne 0bHOBNEHMS PEKOMEHAYEM BbIMONHNTL HA30BOE PE3EPBHOE KOMMPOBAHME U
BOCCTaHOBNEHNE haina Hebonbluoro pa3mepa (8o 500 MB) Bo BCe TUMbl XpaHWnuLL, H4TOObI
ybenmtbes B pabotocnocobHocT CPK nocne obHoBneHus.
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BoccrtaHoBneHue 6a3bl gaHHbIX

Mpy He06X0OMMOCTM BOCCTAHOBUTL COENaHHYIO BO BPEMSI KOHCPUIypaLmMmn pe3epBHY0 KOMmo
6a3bl AaHHbIX, BbIMOMHUTE Ceayowme Wwarw:

1. OcTaHOBWTE BCE MPOLIECCHI HA BCEX Y3nax, NOOK/MOYEHHbIX K 6a3e faHHbIX, KOTOPYIo
HeobXx0OVMO BOCCTaHOBUTD:

a) Ha knneHTCKunx y3nax ¢ noMOLWbIO KOMaHab!:
$ sudo systemctl stop rubackup_client.service
6) Ha ocHoBHOM, pe3epBHOM 1 Meaunacepeepax CPK RuBackup ¢ nomoLbto koMaHn;

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

B) Ha APM agmnHuctpatopa CPK vnm nHom yane, ncnonb3syowmnmcs ons sanycka
MeHenxepa agmuHuctpatopa RuBackup (RBM) - 3akpoirte okHo RBM.

2. Ha y3ne cepsepa PostgreSQL, copepxatuero cnyxebHyto 6a3y AaHHbIX, NOOKIYMTECD K
CYB/ B pexume cynepnonb3osarens:
$ sudo -iu postgres psql

(12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=#
3. Yoanute 6asy OaHHbIX, KOTOPY XOTUTE BOCCTAHOBUTL M3 PE3EPBHOIN KOMWK:
postgres=# drop database <database_name>;

roe <database names> - 3170 uMs 6a3bl AaHHbIX (MO yMon4aHuto — rubackup)

4. Cospaiite HOBYIO MyCTyto 6a3y JaHHbIX C yKa3aHHbIM UMEHEM U BNamdenbLeM, B 3Ty 6asy
LaHHbIX OyaeT NPONCXOANTb BOCCTAHOBNEHUE:

postgres=# create database <database_name> owner <owner_names;

roe <database name> - umsi 6a3bl JaHHbIX,
<owner_name> - ums Bnagensua bl (no ymonyaHuio - rubackup)

5. Otkniountecb ot CYB;:
postgres=# \q

6. 3anyctute BoccTaHoBNeHMe 6a3bl AaHHbIX:
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» [lns pesepBHON KOnuw, caenaHHom B dpopmare plain text (dpamn ¢ pacwmpenunem sql),
BbIMONHUTE B TEPMUHANE KOMaHAY:

sudo -u <admin_user_name> psql <database_name> < <file_name_and_path>.sql

roe <admin_user_name> - UMsi Nonb3oBaTtens, obnanarowero npasamy agMMHUCTPAaTopa,
no yMon4yaHuo aTo postgres,

<database name> - nms 6a3sbl OaHHbIX,

<file_name_and_path>.sgl — nyTb 0o chaiina n ums goaina ot pe3epBHoO konun 6asbl
OaHHbIX

« Ilns pe3epBHOM Konuu, caenaHHom B oopmarte custom (dpavin ¢ pacwupeHvem .dump), €
MOMOLLBIO YTUNNTBI Pg_restore B TepMMHane BbiNOMHUTE CNeayowyo KOMaHay:

pg_restore -h <hostname> -p <port> -U <admin_user_name> -d <database_name>
<file_name_and_path>.dump

roe <hostname> - M5 XxocTa, Ha KOTOPOM By et BoccTaHoBneHa b1

<port> -HomMep nopTa

<admin_user_name> - nmMs nonb3osatens, 0bnaaatowero npasamy aaMMHUCTpaTopa, no
yMOnYaHuio 3710 postgres,

<database _name> - nms 6a3bl JaHHbIX,

<file_name_and_path>.dump — nyTb 0o chaiina pe3epsBHOI konun 6a3bl JaHHbIX 1 UMS
goamna

7. [loxanTecb OKOHYaHUsi BOCCTAHOBNEHNS 6a3bl AaHHbIX 1 ybeanTech, 4TO OHO Npolwo 6e3
oLNOOK.

8. 3anyctute CPK RuBackup:
1. Ha Bcex y3nax, koTopble NOOK/YEHDI K BOCCTAHOBIEHHOM 6a3e AaHHbIX, BbINONHUTE:!

$ sudo systemctl daemon-reload

2. 3anycTnTe BCE KMEHTCKME N CEPBEPHbBIE MPOLIECCHI HA BCEX Y3Nax, MOAKYEHHbIX K
BOCCTAHOBNEHHOW 6a3e AaHHbIX, C MOMOLLbIO KOMaHA;
a) Ha KnneHTCKmMX y3nax ¢ NoMoLblo KOMaHObl:

$ sudo systemctl start rubackup_client.service

6) Ha yanax ocHOBHOM 1 pe3epBHOM CepBepax, a Takxe Ha Mmeanacepsepe CPK
RuBackup ¢ nomoLbto kKomMaHa;

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service
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YcTaHOBKa HOBOro MoLoyns

YcraHOBKa HOBOro moaynsi Bmecre ¢ ooHoBneHnem CPK

Ha cepBepHbIx y3nax yctaHoBKa HOBbIX Moaynel B pamkax obHosneHus sepcun RuBackup
NPOVCXO4MT BMECTE C yCTaHOBKOM nakeTta rubackup_server.

1. Ha KnueHTCKuMX y3nax yCTaHOBUTE MakeT HOBOro MOAyNs KOMaHLOM:
$ sudo apt install <ums nakema>

2. HactponTe Moaynb No ero UHCTPYKLUMK;

3. [llepesanyctute KNMEHTCKUI CEPBUC KOMaHLOA:
$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxxeTe BbIGpaTh HOBbI MOAY/b (HOBbIV TVM pecypca) Npu Co3AaHUM Npasus
PE3epPBHOr0 KOMMPOBaHMSI.

YcraHoBKa HOBOro moaynsi 6e3 o6HoneHus CPK

Llns Toro 4tobbl YCTAHOBUTD €Lle 0OMH MOAY b K yXe umetowwerics nHetannsumm CPK, Bam
noHapobutcs sqgl-ckpunT 1 NakeT ycTaHaBIMBAaEMOro Moy s.

1. Yr06bl NepenaTb MHGOPMaLMo 0 HoBoM moayne B B[] rubackup, Ha yane ¢ cepBepom
RuBackup BbinonHuTe komaHay:

rb_modules -i <nymb k sql-¢aiiny>

2. YctaHoBUTE NakeT Moayns Ha Tpebyemblii knmeHTckuid y3en RuBackup ¢ nomoLbo
KOMaHLbl:

$ sudo apt install <ums nakema>

3. HacTtponTe moaynb N0 ero UHCTPYKLUNW;

4. [lepesanyCcTuTe KIMEHTCKUA CepBMC KOMaHLOM:
$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxeTe BbibpaTh HOBbI MOAY/b (HOBbIA TN pecypca) Npv Co3naHUM NpPaBun
pEe3epBHOro KONMpPoBaHUS.
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NMpunoxeHue A

(cnpaBo4HOE)

MepeyeHb cepBepHbIX NaKeToB ANs pa3nuyHbix OC

Tun OC

Cepsep

Mpachuka

Ubuntu 18.04, 20.04

Mailutils

Libcurl4
Postgresql
Postgresql-contrib

Libgl1-mesa-dev
Libxkbcommon-x11-0
Libfontconfig1

Debian 10

Mailutils

Libcurl4
Postgresql
Postgresql-contrib

CentOS 7

mailx

libcurl

epel-release
yum-utils
postgresql12-server
postgresql12
postgresql12-contrib

LibGLU
libxkbcommon-x11
libqtxdg.x86_64

CentOS 8

mailx
libcurl
postgresql-server
postgresql-contrib

xauth

Astra Linux 1.7

BSD-Mailx

Libcurl4

Postgresql
Postgresql-contrib-11

libqt5sql5-psql

Astra Linux 1.6 Smolensk

BSD-Mailx

Libcurl3

Postgresq|
Postgresql-contrib-9.6

libqt5sql5-psql

Alt Linux 9

Mailutils

Libcurl

Postgresqgl12
Postgresql12-contrib

Alt Linux 9 Elbrus

Mailutils

Libcurl

Postgresql12
Postgresql12-contrib

RedOS 7.3

Mailx
Libcurl
Postgresql-server

gt5-gtbase-postgresql
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Postgresql-contrib

Oracle Linux

Mailx

Libcurl
Postgresql-server
Postgresql-contrib
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